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1 Introduction  
 
1.1 NHS Dumfries and Galloway (hereafter referred to as the Board) operates 

Closed Circuit TV surveillance systems (CCTV) across the Estate. This policy 
details the purpose, use and management of CCTV across the estate and 
details the procedures to be followed in order to ensure that the Board 
complies with relevant legislation and the current Information 
Commissioner’s Office CCTV Code of Practice.  

 
1.2 The Board will have due regard to the Data Protection Act 2018, the General 

Data Protection Regulation (GDPR) and any subsequent data protection 
legislation, and to the Freedom of Information Act 2000, the Protection of 
Freedoms Act 2012 and the Human Rights Act 1998. The Board will also have 
due regard to the National Strategy for Public Space CCTV in Scotland 2011. 

 
1.3 This policy is based upon guidance issued by the Information 

Commissioner’s Office, ‘In the picture: A data protection code of practice for 
surveillance cameras and personal information’1 (“the Information 
Commissioner’s Guidance”). 

 
1.4 This policy, and the procedures contained therein, applies to all of the 

Board’s CCTV.  CCTV images are monitored and recorded in strict 
accordance with this policy. 

 
2. Policy Aims 
 
2.1 This policy aims to: 

i. provide guidance on the purpose and use of CCTV by the Board 
ii. detail the roles and responsibilities involved in the operation, 

monitoring and maintenance of the CCTV system 
iii. provide a framework under which CCTV images can be requested and 

how they will be retained and destroyed 
 
3.  Scope and Applicability 
 

i. this policy applies to all CCTV in operation across the Board’s estates 
ii. this policy applies to all CCTV images captured and retained by the 

Board 
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4. CCTV System overview and responsibilities 
 
4.1 The CCTV system is owned, operated and managed by NHS Dumfries and 

Galloway. Under the current legislation the Board is the data controller for 
the images captured by CCTV. The Board is registered with the Information 
Commissioner’s Office and the registration number is Z6162267. The CCTV 
operates to meet the requirements of the Data Protection Act 2018 (DPA 
2018), General Data Protection Regulation (GDPR) and the Information 
Commissioner’s guidance.  

 
4.2 The Head of Estates and Property is responsible for the overall management 

and operation of the CCTV, including activities relating to installations, 
recording, reviewing, monitoring and ensuring compliance with this policy. 
Officers with responsibility for elements of the operation and management 
of the CCTV are identified in the table provided at Appendix 1. 

 
4.3 The CCTV operates across the Board’s properties.  
 
4.4 Signs are placed within the Board’s buildings, car parks and immediate 

surroundings to inform staff, patients, visitors and members of the public 
that CCTV is in operation. The signage indicates that the system is managed 
by the Board and a 24 hour contact number is provided. 

 
4.5 The Head of Estates and Property is responsible for ensuring that adequate 

signage is erected in compliance with the ICO CCTV Code of Practice.  
 
4.6 Cameras are sited to cover Board premises as far as possible. Cameras are 

installed throughout the Board’s sites; including roadways, car parks, within 
buildings and externally in vulnerable public facing areas.  

 
4.7 Cameras are not sited to focus on patient rooms, clinical rooms or staff 

changing areas. In Board residential accommodation cameras will only be 
used in entrances and communal areas.  

 
4.8 The CCTV is operational and has the capability to be monitored 

continuously. 
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4.9 The CCTV is subject to a Data Protection Impact Assessment.  Any new CCTV 
installation proposals are subject to a Data Protection Impact Assessment. 
Any new CCTV Camera installation is subject to a privacy assessment. 

 
5. Purpose of the Board’s use of CCTV 
 
5.1 The principal purposes of the Board’s CCTV are as follows:  
 

• for the prevention, reduction, detection and investigation of crime and 
other incidents; 

• to ensure the safety of staff, patients and visitors; 
• to assist with investigations into allegations of staff misconduct 
• the monitoring and enforcement of traffic related matters  

 
5.2 The Board seeks to operate its CCTV in a manner that is consistent with 

respect for an individual’s privacy.  
 
6. Monitoring and Recording  
 
6.1 Cameras in use within DGRI, and the immediate surrounding area, are not 

routinely monitored.  Any incidents have to be reviewed using recorded 
CCTV images.  Each site on has its own secure CCTV equipment room.  
Access to these areas is restricted.   

 
6.2 Each CCTV system stores the recorded images on the PC/server hard drive.  

These are located in the CCTV equipment rooms, specific to each site, and 
are also viewable in these secure areas by authorised members of staff. 
Additional staff may be authorised, by the Head of Estates and Property, to 
monitor cameras sited within their own areas of responsibility on a view 
only basis.  

 
6.3 The cameras installed provide images that are of suitable quality for the 

specified purposes for which they are installed.  All cameras are checked on 
a daily basis to ensure that the images remain fit for purpose and that the 
date and time stamp recorded on the images is accurate. 

 
6.4 All images recorded by CCTV will remain the property and copyright of NHS 

Dumfries & Galloway. 



Title:  CCTV Policy  Page 6 of 15 
Date:  8th July 2021 
Version: 1.1 
Author:  Ian Bryden 

The only current version of this document is on the intranet 

 
6.5 The monitoring of staff activities will be carried out in accordance with NHS 

Scotland Workforce Policies Investigation Process. 
 
6.6 CCTV within other Board buildings is on a more limited scale commensurate 

with the building size and potential level of risk. These systems are not 
routinely monitored and will only be interrogated in the event of an 
incident. 

 
6.7 A schedule of current CCTV cameras is kept within the Estates and Property 

Department. 
 
6.8 The use of covert cameras will be restricted to rare occasions, when a series 

of criminal acts have taken place within a particular area that is not 
otherwise fitted with CCTV.  A request for the use of covert cameras will 
come only from Police Scotland and/or Counter Fraud Services, in 
accordance with the Regulation of Investigatory Powers Scotland Act, and 
will be undertaken as part of a criminal investigation.  The request will 
clearly state the purpose and reasons for use and the authority of the Head 
of Estates and Property will be sought before installation. 

 
6.9 Covert recording will only take place if informing the individual(s) concerned 

would seriously prejudice the reason for making the recording and where 
there are reasonable grounds to suspect that illegal or unauthorised activity 
is taking place. All such monitoring will be fully documented and will only 
take place for a limited and reasonable period.  

 
7. Compliance with Data Protection Legislation  
 
7.1 In its administration of CCTV, the Board complies with the General Data 

Protection Regulation (GDPR) and the Data Protection Act 2018. Due regard 
is given to the data protection principles embodied in GDPR. The Board 
ensures it is responsible for, and able to demonstrate compliance with GDPR  
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8. Applications for disclosure of images 
 
8.1 Applications by individual data subjects 
 

Requests by individuals for CCTV images relating to themselves are known as 
a “Subject Access Request”.  An application form should be completed and 
submitted to the Board’s Data Protection Team accompanied by copies of 
two forms of identification. The request form is available, on request, from 
the Data Protection Team.  All requests for forms, completed applications 
and relevant identification can be facilitated by: 

 
Emailing: dg.dpa-office@nhs.scot 
 
or by writing to: 
 
Data Protection Team 
NHS Dumfries & Galloway,  
IM&T – Floor 2 (Core Area) 
Mountainhall Treatment Centre 
Bankend Road 
Dumfries 
DG1 4AP 

 
8.2 In order to locate the images on the Board’s system, sufficient detail must 

be provided by the data subject in order to allow the relevant images to be 
located and the data subject to be identified.  This will include details of the 
date, time and location of the required CCTV footage. 

 
8.3 Where the Board is unable to comply with a Subject Access Request without 

disclosing the personal data of a third party who is identified, or identifiable, 
from that information, it is not obliged to comply with the request unless 
satisfied that the third party has provided their express consent to the 
disclosure of their information.  In exceptional circumstances, if it is 
determined to be reasonable and proportionate, it is possible for the Board 
to comply without the consent of the third party.  
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8.4 Access to and disclosure of images to third parties  
 

A request for images made by a third party should be made in writing to the 
Head of Estates and Property.  

 
8.5 In limited circumstances it may be appropriate to disclose images to a third 

party, such as when a disclosure is required by law, in relation to the 
prevention or detection of crime or in other circumstances where an 
exemption applies under relevant legislation.  

 
8.6 Such disclosures will be made at the discretion of the Head of Estates and 

Property, with reference to relevant legislation and where necessary, 
following advice from the Board’s Information Governance Team.  

 
8.7 Where a suspicion of misconduct arises, and at the formal request of the 

Investigations and Policy Manager or HR Manager/Advisor, the Head of 
Estates and Property may provide CCTV images as a source of evidence for 
use in staff disciplinary cases in adherence to the NHS Scotland Workforce 
Policies Investigation Process.  In some circumstances, due to time 
restraints, it may be necessary for the member of staff’s line manager to 
request access to CCTV footage in the initial stages of an investigation. 

 
8.8 A record of any disclosure made under this policy will be held on the CCTV 

management system by the Head of Estates and Property itemising the date, 
time, camera, requestor, authoriser and reason for the disclosure.  

 
9. Retention of images  
 
9.1 Unless required for evidential purposes, the investigation of an offence or as 

required by law, CCTV images will be retained for a minimum of 30 days 
from the date of recording on the hard drive storage of the CCTV system. 
Images will be automatically overwritten after this point.  

 
9.2 Where an image is required to be held in excess of the recommended 

minimum retention period as mentioned in 9.1, the Head of Estates and 
Property, or their nominated deputy, will be responsible for authorising such 
a request.  The required images will be copied to a disc or memory stick and 
provided to the requestor.  At this point, the requestor assumes 
responsibility for the secure retention and disposal of the CCTV images.   
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9.3 Any images held in excess of their retention period by the Board, i.e. a 

General Manager/HR Manager, must be stored and reviewed in adherence 
to the Board’s Confidentiality and Data Protection Policy.  All CCTV footage 
no longer required for the purposes for which it was being retained must be 
destroyed with reference to the Board’s Destruction and Disposal of 
Sensitive Data Good Practice Guidelines and Confidential Waste Procedure. 

 
10. Complaints procedure  
 
10.1 Complaints concerning the Board’s use of its CCTV should be made by: 
 

Emailing: dg.patientservices@nhs.scot 
 
or in writing to: 

 
Patient Services  
NHS Dumfries & Galloway 
Mountainhall Treatment Centre 
Bankend Road 
Dumfries 
DG1 4AP 

 
11. Monitoring Compliance  
 
11.1 All staff involved in the operation of the Board’s CCTV will be made aware of 

this policy and will only be authorised to use the CCTV in a manner 
consistent with the purposes and procedures contained therein.  

 
11.2 All staff with responsibility for accessing, recording, disclosing or otherwise 

processing CCTV images will be required to undertake data protection 
training. 

 
 
 
 
 
 
 



Title:  CCTV Policy  Page 10 of 15 
Date:  8th July 2021 
Version: 1.1 
Author:  Ian Bryden 

The only current version of this document is on the intranet 

12. Equality and Diversity  
 
12.1 NHS Dumfries and Galloway is committed to equality and diversity in respect 

of each of the nine protected characteristics in the Equality Act 2010. These 
are: 
• Age 
• Disability 
• Gender re-assignment 
• Marriage and Civil Partnership 
• Pregnancy and maternity 
• Race 
• Religion or belief 
• Sex 
• Sexual orientation 

 
The Equality Act aims to ensure that everyone who is protected by law from 
discrimination, harassment or victimisation is afforded the same level of 
protection. 

 
12.2 The CCTV policy is designed to provide a consistent and inclusive approach 

to everyone.  We therefore consider that equality and diversity issues are 
not applicable to the administration of this policy area.  
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Appendix 1 
 
NHS DUMFRIES & GALLOWAY CCTV KEY CONTACTS 
 

POSITION RESPONSIBILITY 
Caldicott Guardian Responsible for the use of patient 

information 
Head of Estates and Property Responsible for overall security 
Estates Officer Responsible for technical advice, 

installation of CCTV equipment 
General Manager Acute Services,  
General Manager Mental Health,  
General Manager Community Health & 
Social care,  
General Manager Facilities & Support 
Services  

Responsible for the operational 
management of CCTV within their areas 
of responsibility 

Information Governance Lead Responsible for providing guidance and 
overseeing the correct use of CCTV data 
management in NHS Dumfries & Galloway 
properties. 
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Appendix 2 
 

REQUEST FOR DISCLOSURE OF PERSONAL INFORMATION (CCTV footage) 
 

Send completed request to:  
Estates & Property Services 

Lower Ground North 
Mountainhall Treatment  Centre 

 
Date of request: 
Please provide the following information under the Data Protection Act 2018: 
(CCTV Footage request please state the site, area, date and time). 
 
 
 
 
 

Issue being investigated 
(provide sufficient detail 

to allow operator to 
conduct search): 

 
 

 

 

Reason that information is 
necessary:  

(eg, suspected theft, gross 
misconduct, etc)  

 
 
 
 

I certify that I have appropriate authority and reason to request access for the Disclosure of Personal Information under the 
provisions of the Data Protection Act 2018. I understand by obtaining this footage I understand and will comply with NHS 
Dumfries & Galloway’s GDPR/DPA and Retention policies. 

Signature: Print Name: 
Designation:  
 
 

Department:  

Date: Contact Tel:  

General Manager Signature: 
 

Print Name:  

 OFFICE USE ONLY: REFERENCE NO:  

INFORMATION DISCLOSED:  ENCRYPTED DISC:  YES               NO 

COMMENTS:  

SIGNATURE: PRINT NAME:  

DATE:   
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Appendix 3 
NHS Dumfries and Galloway Policy Approval Checklist 
 
This checklist must be completed and forwarded with the policy to the appropriate 
approval group 
 
POLICY TITLE Acceptable Use of Intranet and Internet Policy POLICY NO. 78 
EXECUTIVE LEAD Medical Director (SIRO & Caldicott Guardian) 

 
 
Why has this policy been developed? 

 

Has the policy been developed in Accordance with 
or related to legislation? 

 

Please give details of applicable legislation.  

Has a risk control plan been developed? 
Who is the owner of the risk? 

 
 

Who has been involved/consulted in the 
development of the policy? 

 

Has the policy been assessed for equality 
and diversity in relation to:- 

Has the policy been assessed for Equality 
and Diversity not to disadvantage the following 
groups:- 

 
Race/Ethnicity 
Gender 

 
 

 
Minority Ethnic Communities 
Women and Men 

 
 

Age  Religious & Faith Groups  
Religion/Faith 
Disability 

 Disabled People Young 
People 

 

Sexual Orientation  L, G, B & T Community  

Does the policy contain evidence of the 
 
Equality & Diversity Impact Assessment Process? 

 
 

Is there an implementation plan? 
 

 
When will the policy take effect? I 
If  the  policy  applies to  partner agencies, 
please explain the reasons for this and how they   
will be informed of their 
responsibilities 
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Appendix 4 
Document Status 

 

Title CCTV Policy 
Author Ian Bryden 
Approver  
Document reference  
Version number  

Document Amendment History 
Version number Edited by Edit date Topics covered 

1.1 Ashley 
Carmichael 

March 2021 Whole Policy 

    

    

    

 

Distribution 
Name Version number Responsibility 

Information Assurance  1.1  

   
   

   
   

 

Associated Documents 
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Appendix 5 
Action Plan For Implementation 
 
Name Responsibility Timeframe 
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