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Summary & Aim Key Requirements
To provide guidance on the proper e Ensuring method of processing is compliant
handling of personal identifiable or with DPA18 and UKGDPR requirements for
business sensitive information, at all level of information security required. This
stages of information lifecycle, to includes at point of capture, use, storage, in
minimise risks associated with transit and disposal.

processing this type of information and
ensure compliance with Data
Protection Act 2018 and UKGDPR..

Target Audience Previous Names

e All employees, bank workers, e N/A
agency staff, contractors, students,
volunteers etc — referred to
hereafter as staff within this policy
document.

Equality and Diversity Statement

NHS Dumfries and Galloway recognise that some communities within society are
more likely than others to experience discrimination, prejudice and inequalities. The
Equality Act 2010 specifically recognises the protected characteristics of age,
disability, sex, race, religion or belief, sexual orientation, gender reassignment,
pregnancy and maternity, and marriage and civil partnership. The Fairer
Scotland Duty, also requires NHS Dumfries and Galloway to actively consider how
socio-economic disadvantage can be reduced when making strategic decisions.

The New Armed Forces Covenant Statutory Duty places an expectation on NHS
Dumfries and Galloway to consciously consider the Armed forces Covenant when
developing, delivering and reviewing policies and decisions which may impact the
Armed Forces community and help improve their access to public services.

Consideration on all of the protected characteristics, the Fairer Scotland Duty and
the Armed Forces Covenant are included within the Equality Impact Assessment
process and documentation, which must be completed as part of the Policy
Development Process.

NHS Dumfries and Galloway is committed to promoting and advancing equality,
removing and reducing discrimination and harassment and fostering good relations
between people that hold a protected characteristic and those who do not. This
applies both in the provision of services and as our role as a major employer. NHS
Dumfries and Galloway believe that all people have the right to be treated with
dignity and respect and is committed to the elimination of unfair and unlawful
discrimination practice.
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1. PURPOSE AND RATIONALE
The purpose and scope of this policy is to:

1.1 Ensure NHS Dumfries & Galloway compliance with Data Protection Act 2018, UKGDPR
and associated data protection/information governance legislation when processing
personal identifiable or commercially sensitive information.

1.2 Provide guidance on the proper handling of information which is personal identifiable or
commercially sensitive to minimise the risks associated with the processing of this type
of information. This applies when the information is being captured, stored, transferred
or disposed of.

1.3 The implementation of this policy and any other related policies, procedures and
guidelines, to promote staff compliance, demonstrates management support and
commitment to maintaining the security of sensitive information. It aims to educate users
and raise awareness across NHS Dumfries & Galloway. The purpose of the policy is to
protect all information for which NHS Dumfries & Galloway is the data controller, and
staff from instances or threats of inappropriate disclosure, whether they are internal,
external, deliberate or accidental.
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2. POLICY AIMS

2.1 To ensure the safe handling of information within NHS Dumfries & Galloway.

2.2 To empower staff with the tools and knowledge required to process personal identifiable
information in a secure and confidential manner.

2.3 To demonstrate accountability in respect of NHS Dumfries & Galloway’s awareness of its
responsibility as a data controller and that maintaining information security and
confidentiality is at the forefront of any processing activity undertaken.

2.4To provide assurance that NHS Dumfries & Galloway has appropriate policies,
procedures and guidelines in place to minimise risks, wherever possible, when
processing personal identifiable or commercially sensitive information.

3. POLICY SCOPE

3.1 This policy applies to all employees, bank workers, agency staff, contractors, students,
volunteers etc, anyone processing information during the course or their duties, or on
behalf of NHS Dumfries & Galloway— hereafter referred to as staff within this policy
document.

4. DEFINITIONS

4.1 Data Protection Act 2018 (DPA18) controls how personal information is used by
organisations, businesses or the government. It came into effect 25" May 2018
and replaced the Data Protection Act 1998.

4.2UK General Data Protection Regulation (GDPR) is a regulation in domestic law
on data protection and privacy for all individual citizens of the UK

4.3Data Protection Officer (DPO) required by NHS Dumfries & Galloway, under
GDPR, to ensure the organisation applies the laws protecting the personal data
of its patients and staff.

4.4Personal data/information is information that relates to an identified or
identifiable individual.

4.5Special category data/information is personal data that requires more
protection as it is sensitive. Specifically this type of data relates to an individual’s
racial or ethnic origin, political opinion, religious or philosophical beliefs, trade
union membership, genetic data, biometric data, health data and sexual
orientation. Data relating to criminal convictions is not special category data but
additional rules and safeguards exist for the processing of this information due to
the associated risks.

4.6 Data Controller NHS Dumfries & Galloway, as an organisation, is a data
controller as we determine what information we process and why.

4.7Data Processor is any person(s) or organisation, other than an employee of the
organisation, who processes data on behalf of the controller.

4.8Processing refers to the collection, recording, storage, usage, analysis,
combining, disclosure and deletion of data.
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4.9 Staff refers to all employees, bank workers, agency staff, contractors, students,
volunteers etc

5. DUTIES / RESPONSIBILITIES

5.1 General Guidance and Good Practice

5.2The sensitivity of the data being stored or communicated must be established in
order that appropriate security measures may be employed. Broadly speaking
information may be classified as below:
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5.3It is prohibited for staff to undertake any of the following actions:

To send patient, staff or business sensitive information to their private email address.
To download, copy or store patient, staff or business sensitive information to their
personal devices.

6. PROCESS / PROCEDURES

6.1 Each department, service or team is responsible for ensuring that appropriately
robust procedures are in place in order to ensure the safe handling of the
information they process.

6.2 Each member of staff is responsible for ensuring that they are aware of,
understand and adhere to this policy and the procedures in place in their
individual areas of work.

7 CONSULTATION

7.1  Consultation on the Safe Information Handling Policy was led by the Lead
Author and included:

Information Assurance Committee

Data Protection Officer

Staff side representative

Board Management Team

8 TRAINING AND SUPPORT

8.1 All NHS Dumfries & Galloway employees, bank workers, agency staff,
contractors, students, volunteers or anyone who handles information for which
NHS Dumfries & Galloway is the data controller must complete, as a minimum
,Information Governance & Information Security training modules at induction to
the organisation once every two years thereafter for the duration of their service,
as recommended by the Information Commissioner’s Office. This is monitored
through LearnPro.

8.2  Training and awareness sessions on safe information handling best practice
are available, on request, from the Information Governance Team.

8.3 Should anyone require further assistance or support on any of the processes or
procedures set out in this policy they can contact the Information Governance
Team at dg.dataprotection@nhs.scot
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9.1 The monitoring arrangements for this Policy are set out in the table below.
Element to be Monitoring Reporting
monitored Methodology | Presented
by
Compliance with | Review of Head of Compliance with | Review of
legislation Datix Information | legislation Datix
(DPA18/UKGDPR | incidents, Governance | (DPA18/UKGDPR | incidents,
and NIS | ICO/NIS and NIS | ICO/NIS
regulations) reports, regulations) reports,
complaints complaints
Compliance with | Review of Head of Compliance with | Review of
local policies, Fairwarning Information | local policies, Fairwarning
procedures and reports, Datix | Governance | procedures and reports,
guidelines incidents, guidelines Datix
ICO/NIS incidents,
reports, ICO/NIS
complaints reports,
complaints
Data breaches Datix Head of Data breaches Datix
Information
Governance
Compliance with | LearnPro Head of Compliance with | LearnPro
mandatory IG/IS | reports Information | mandatory IG/IS | reports
training Governance | training

requirement

requirement

10 EQUALITY IMPACT ASSESSMENT

10.1

Completed 13/06/2023.

11 DATA PROTECTION AND CONFIDENTIALITY IMPACT ASSESSMENT

111

Title: Safe Information Handling Policy

Date: June 2023
Version: 1.2 Draft

Lead Author: Head of Information Governance

Not required, screening questionnaire completed 13/06/2023.
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12. DOCUMENT CONTROL SHEET

12.1 Document Amendment History

Version Section(s) Reason for update
1.2 ALL Transferred to new policy template
1.2 ALL Update to reflect changes in national legislation

12.2 Distribution

Name

Responsibility

Version number

Information Assurance
Committee

For consultation and
comment

1.2

Staff side For consultation and 1.2
representative comment
Health & Social care For consultation and 1.2
leadership team comment
Corporate Business Update policy register 1.2

Manager

12.3 Associated documents

NHS Dumfries & Galloway Information Security Policy

NHS Dumfries & Galloway Confidentiality & Data Protection Policy

NHS Dumfries & Galloway Information Assurance Strategy

NHS Dumfries & Galloway Risk Management Policy

NHS Dumfries & Galloway Acceptable Use of eMail Policy

NHS Dumfries & Galloway Acceptable Use of Internet/Intranet Policy

Destruction and Disposal of Sensitive Data — good practice guidelines

Confidential Waste Procedure

12.4 Action Plan for Implementation

Action Lead Officer Timeframe
Update policy register Corporate Business | Immediate
Manager

Place in ‘latest’ news Communications Immediate

Place on intranet Head of Information | Immediate
Governance
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