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Policy on a page 
Summary & Aim Key Requirements 

• This Policy sets out the roles, 
responsibilities, processes and 
procedures for risk management 
arrangements in NHS Dumfries & 
Galloway.  

• This Policy and Procedure should be 
read in conjunction with the Risk 
Management Strategy. 
S:\PSI Shared Area\General\1. RISK 
MANAGEMENT\RISK MANAGEMENT 
STRATEGY\Risk Strategy (Approved 
12042021).pdf 

Target Audience Previous Names 
• This policy and procedure is a board 

wide document and it applies 
equally to all members of staff, either 
permanent or temporary and to 
those working within, or for, the 
Board under contracted services.  

 

• Risk Management Policy V2.0 

  
Equality and Diversity Statement 

NHS Dumfries and Galloway recognise that some communities within society are 
more likely than others to experience discrimination, prejudice and inequalities. The 
Equality Act 2010 specifically recognises the protected characteristics of age, 
disability, sex, race, religion or belief, sexual orientation, gender reassignment, 
pregnancy and maternity, and marriage and civil partnership. The Fairer 
Scotland Duty, also requires NHS Dumfries and Galloway to actively consider how 
socio-economic disadvantage can be reduced when making strategic decisions. 
 
The New Armed Forces Covenant Statutory Duty places an expectation on NHS 
Dumfries and Galloway to consciously consider the Armed forces Covenant when 
developing, delivering and reviewing policies and decisions which may impact the 
Armed Forces community and help improve their access to public services. 
 
Consideration on all of the protected characteristics, the Fairer Scotland Duty and the 
Armed Forces Covenant are included within the Equality Impact Assessment process 
and documentation, which must be completed as part of the Policy Development 
Process. 
 
NHS Dumfries and Galloway is committed to promoting and advancing equality, 
removing and reducing discrimination and harassment and fostering good relations 
between people that hold a protected characteristic and those who do not. This 
applies both in the provision of services and as our role as a major employer. NHS 
Dumfries and Galloway believe that all people have the right to be treated with dignity 
and respect and is committed to the elimination of unfair and unlawful discrimination 
practice. 
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1. PURPOSE AND RATIONALE 
 
1.1 This Policy sets out the roles, responsibilities, process and procedures for the 

management of risk in NHS Dumfries and Galloway. 
  
2. POLICY AIMS 

 
2.1 This Risk Management Policy should be read in conjunction with the Risk 

Management Strategy in which the Board acknowledges that: 
 

(a) the services it provides, and the way it provides these services, carries with it 
unavoidable and inherent risk;  

(b) the identification and recognition of these risks - together with the proactive 
management, mitigation, acceptance (if appropriate within its Risk Appetite) 
and (where possible) elimination of these risks - is essential for the efficient 
and effective delivery of safe and high quality care and services;  

(c) effective risk management is not an end in itself, but an integral part of the 
Board’s quality, governance and performance management processes;  

(d) all staff have a role in managing risk and helping to ensure it does not prevent 
the delivery of safe and high quality service; and finally that  

(e) the Board, with the support of its committees, has a key role:  
 

(i) in ensuring a robust risk management system is maintained and 
effectively resourced,  

(ii) in encouraging a culture whereby risk management is embedded 
across the Board, and  
 

(f) Through its plans, in setting out its appetite and priorities in respect of the 
mitigation of risk when delivering a safe and high quality service.  

 
1.2 In accepting that risk occurs the Board has adopted the following risk management 

statement:  
 

“NHS Dumfries & Galloway is committed to delivering high quality services which 
are safe, provide the opportunity for recovery and promote the wellbeing of service 
users, their relatives and carers, staff and other stakeholders, supported by a risk 
management system which is open and transparent and continually seeks to 
improve the quality and safety of the services provided by the Board”.  

 
3. POLICY SCOPE 
 
3.1 This policy is a board wide document and it applies equally to all members of 

staff, either permanent or temporary and to those working within, or for, the 
Board under contracted services.  
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4. DEFINITIONS 
 
4.1 Risk management is a process that proactively facilitates the understanding 

and management of risk. It optimises success by minimising threats and 
maximising opportunities. 

 
It involves the identification, analysis, evaluation and treatment of risks – or 
more specifically, how to recognise issues, events and hazards which may 
lead to harm.  

 
 
5. DUTIES / RESPONSIBILITIES 
 
5.1 The roles and responsibilities for both the NHS Board and staff are described 

in the Risk Management Strategy and summarised in Appendix 1. 
 
 
6. PROCESS / PROCEDURES 

 
NHS Dumfries and Galloway has adopted the risk management process 
described as AS/NZS ISO 31000:2009 Risk Management – Principles and 
Guidelines.  
 

6.1  Establish the context, i.e., where the risk is arising and who does it affect? 
Board (Strategic), Directorate (Tactical), Operational (Specialty), Professional.  

 
 Risk Management Process Diagram 
 

 
 



Page 6 of 35 
Title: Risk Management Policy & Procedure 
Date: December 2023 
Version: 2.1 
Author: Corporate Risk Manager 
 

The only current version of this policy is on the intranet 

 
6.2 Identifying Risks  
 
6.2.1 Risks facing the organisation will be identified from a number of sources, e.g.:  

(a) risks arising out of the delivery of work related tasks or activities;  

(b) as a result of incidents and the outcomes of adverse event reviews  

(c) following complaints, claims, patient feedback, health and safety 
inspections, audit reports, external reviews or ad hoc assessments, 
e.g. thematic analysis;  

(d)  the review of strategic or tactical objectives;  

(e) national requirements and guidance.  
 
3.2.2 The Board has delegated to directors, managers, directorates and ward / 

teams the identification, assessment and control of their own risks, together 
with their subsequent entry on their specialty or directorate-wide risk register.  

6.2.3 To identify a risk, directors, managers and clinical/team leads are required to 
anticipate what is stopping them, or could stop them, from achieving their 
objectives / delivering their service. 

 
 
6.3 Analysing / Assessing Risks - Appendix 2 
 
6.3.1 The purpose of assessing and scoring a risk is to estimate the level of 

exposure to a particular risk, which will then help to inform what responses 
can be taken to reduce or better manage a risk.  

 The Datix Risk Form has been built to provide clear guidance, and a step by 
step approach to entering a risk in the Datix Risk Register.  A “How to Guide” 
has been developed and is available on the Datix Landing Page on Beacon. 
  

6.4 Risk Categories  

 
6.4.1 NHS Dumfries & Galloway is exposed to a range of risks relating to the 

clinical and non-clinical activities undertaken by the Board. When identifying a 
risk, a risk can be identified by choosing a primary and a secondary risk 
category.  
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Risk Categories Description 
 
 

Type Definition 
Business 
 

Risks arising from inadequate, poorly designed or ineffective/inefficient internal 
processes resulting in fraud, error, impaired customer service (quality and/or quantity 
of service), non-compliance and/or poor value for money. 

Environmental 
 

Risks arising from property deficiencies or poorly designed or ineffective/ inefficient 
safety management resulting in non-compliance and/or harm and suffering to 
employees, contractors, service users or the public.  

Financial  
 

The risk that a weakness in financial controls could result in a failure to safeguard 
assets, impacting adversely on the Board’s financial viability and capability for 
providing services.  
 
Risks arising from weaknesses in the management of commercial partnerships, 
supply chains and contractual requirements, resulting in poor performance, 
inefficiency, poor value for money, fraud, and /or failure to meet business 
requirements/objectives.  

Health and 
Safety 

Risks arising from a failure to ensure, as far as is reasonably practicable, the health, 
safety and welfare of staff and others that may be affected by our work activities. 

Information 
Governance 
 

Risks arising from a failure to produce robust, suitable and appropriate 
data/information and to exploit data/information to its full potential.  
 
Risks arising from a failure to prevent unauthorised and/or inappropriate access to 
the estate and information, including cyber security and non-compliance with 
General Data Protection Regulation requirements.  
 
Risks arising from technology not delivering the expected services due to inadequate 
or deficient system/process development and performance or inadequate resilience.  

Patient Safety Risks that are specifically related to clinical care provision, for example; system or 
process issues and human error that may have an adverse effect and outcome.   

Quality 
 

Risks that threaten the day to day delivery of clinical care and services.  

Reputational 
 

Risks arising from adverse events, including ethical violations, a lack of 
sustainability, systemic or repeated failures or poor quality or a lack of innovation, 
leading to damages to reputation and or destruction of trust and relations.  

Project / 
Programme 

Risks that change programmes and projects are not aligned with strategic priorities 
and do not successfully and safely deliver requirements and intended benefits to 
time, cost and quality. 

Security Risks arising from a failure to prevent unauthorised and/or inappropriate access to 
the estate and information, including cyber security and non-compliance with 
General Data Protection Regulation requirements. 

Statutory 
 

Risks which may impact on the ability of the Board to deliver high quality of care in 
accordance with the requirements of regulators and national standards.  

Strategy / 
Governance 

Risks arising from identifying and pursuing a strategy, which is poorly defined, is 
based on flawed or inaccurate data or fails to support the delivery of commitments, 
plans or objectives due to a changing macro-environment (e.g. political, economic, 
social, technological, environment and legislative change).  
Risks arising from unclear plans, priorities, authorities and accountabilities, and/or 
ineffective or disproportionate oversight of decision-making and/or performance. 

Workforce 
 

Risks arising from ineffective leadership and engagement, suboptimal culture, 
inappropriate behaviours, the unavailability of sufficient capacity and capability, 
and/or non-compliance with relevant employment legislation/HR policies resulting in 
negative impact on performance. 
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6.5   Evaluating / Grading Risk  
 

6.5.1 Risks are graded using a risk grading matrix which has been adopted by many NHS 
organisations based on an Australian / New Zealand standard, with the risk grading 
taking account of the consequence and likelihood of a risk occurring - see paragraph 
6.5.4 below.  

 
 The assessment of a risk is a 3-step process.  

6.5.2 Step 1 – evaluating the consequence (impact) of a risk occurring as if no plans 
exist to control, mitigate or reduce the impact of a risk occurring. This is the 
“unmanaged” risk. The consequence (Impact) grading has five descriptors; 
Negligible, Minor, Moderate, Major, Extreme.  

 
6.5.3 Step 2 – evaluating the likelihood (how often) a risk may occur once plans and 

controls to mitigate (reduce / remove) a risk have been put in place.  The likelihood 
score also has five descriptors; Rare, Unlikely, Possible, Likely, Almost Certain. 

 
6.5.4 Step 3 – calculate the risk grade use the Risk Matrix. The system automatically does 

this.  
 
6.5.5 Risks should be reviewed based on Risk review Timeframe which varies from 10 

working days for a New Risk requiring Risk Owner approval, to one month for very 
high risks, 3 months for high risks, 6 months for medium risks and annually for low 
risks: 

 
New Risk  10 Working Days 
Very High 1 month 

High 3 months 
Medium 6 months 

Low 1 year 
 
  
6.5.6  (a)        Initial Risk Grading– the initial risk grade prior to any assessment and 

 without controls / mitigating actions. This is the “unmanaged” risk.  
 

(b) Current Risk Grading – the current risk grade, which should include an 
assessment of the effectiveness of the current controls / mitigating actions in 
place to decrease the risk;  

(c) Target Risk Grading – the target risk grade which should be the aim and 
objective of the Board’s controls / mitigating actions (taking into account the 
Board’s Risk Appetite). 
 

6.5.7 Depending upon the risk grading – see paragraph 4.5.4 above - a risk will then be 
graded as low, medium, high or very high risk grade.  
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6.6 Risk Escalation and De-escalation  
 
6.6.1 If a risk requires escalation, the following process is required;  
 

• The risk assessment is up to date on RM system  
• The risk has been reviewed against Board Risk Appetite 
• The reason for escalation is clearly articulated; for example, all 

controls/ action to mitigate risk are exhausted at current level in the 
organisation.  
(This is documented in Progress Notes Section of Risk Form) 

• If escalation from Specialty (Operational) level to Directorate level, the 
manager has discussed with the next level of management.  If 
escalation from Directorate (Tactical) level, the GM has discussed with 
the appropriate Corporate level director to move to Director (Tactical) 
level.  

• Escalated risks must be considered within 10 working days of 
escalation with feedback to the reporter 

• Original Risk Owner must ensure existing controls remain in place 
whilst further controls/mitigations or acceptance agreed by new risk 
owner 

 
6.6.2 If a risk requires escalation to the Corporate Risk Register, the following 

process is required;  
 

• The risk assessment is up to date on RM system  
• The risk has been reviewed against Board Risk Appetite 
• The reason for escalation is clearly articulated; for example, all 

controls/ action to mitigate risk are exhausted at current level in the 
organisation. 

• The Director will advise the Corporate Business Manager of the 
reasons for escalation, who will then prepare a report to NHS Board for 
formal approval to Corporate (Strategic) level. 

• The risk level will be amended to Corporate (Strategic) level within 10 
days of the initial discussions, with the status being changed from “Risk 
– approved” to “Risk – escalated” until Board have given formal 
approval, the the status can revert back to “Risk – approved”. 
 

6.6.3 De-escalation 
 
 During the review process, if a risk is downgraded, consider the option of de-

escalation following the same process of communication with the appropriate 
manager.  Risks that remain low for greater than 1 year can be considered for 
closure.  
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6.6.4 If a risk requires de-escalation from the Corporate Risk Register, the 

following process is required;  
 

• The risk assessment is up to date on RM system  
• The risk has been reviewed against Board Risk Appetite 
• The reason for de-escalation is clearly articulated; for example, all 

controls/ action to mitigate risk have been met or are progressing well 
and the risk can be managed at a lower level. 

• The Director will advise the Corporate Business Manager of the 
reasons for de-escalation, who will then prepare a report to NHS Board 
for formal approval from Corporate (Strategic) to a lower risk level. 

• The risk level will be amended to the lower level, usually Director 
(Tactical), within 10 days of the initial discussions, with the status being 
changed from “Risk – approved” to “Risk – de-escalated” until Board 
have given formal approval, upon which the status can then revert back 
to “Risk – approved”. 

 
6.7 Treating Risk (Controls and Mitigation)  
 
6.7.1 When considering the likelihood of a risk occurring, staff need to develop and 

consider those action(s) that can be put in place which will: 

(a) avoid  the risk (e.g. by not proceeding with the action which produces 
a risk); or  

(b) remove / eliminate the risk (although it is accepted that the complete 
removal of a risk, especially when related to service provision, is rarely 
possible);  

Corporate 
(Strategic)

Director
(Tactical)

Directorate
(Tactical)

Specialty
(Operational)

D
e-escalation 
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(c)  reduce the likelihood of a risk occurring or, should it occur, the 
reduction of the potential impact (consequence or harm) of the risk 
occurring; or  

(d) transfer the risk to another party, either in part or in whole; or  

(e) retain the risk, after they have been reduced or transferred, there may 
be some residual risks which are retained (although plans to control 
and mitigate these risks will still be required). 

6.7.2 These plans to avoid or reduce risk are more commonly referred to as the 
risk action plan or risk treatment plan. 

 
 
6.7.3  The Hierarchy of Controls is a commonly used tool to help determine the 

effectiveness of treating a risk. 
 
Hierarchy of Controls 
 

 
 
Orange Book Risk Controls Framework Questions link.  
Risk_Control_Framework__Bank_of_Questions__April_2023.xlsx (live.com) 
 
 
6.8  RISK APPETITE 
 
6.8.1 The term ‘risk appetite’ refers to the level of risk an organisation is willing to 

accept in pursuit of its objectives.  
 

6.8.2 The risk appetite of an organisation is the commitment by the Board to 
consider the appropriate exposure to risk it will accept in order to deliver its 

https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fassets.publishing.service.gov.uk%2Fgovernment%2Fuploads%2Fsystem%2Fuploads%2Fattachment_data%2Ffile%2F1154762%2FRisk_Control_Framework__Bank_of_Questions__April_2023.xlsx&wdOrigin=BROWSELINK
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strategy and objectives over a given timeframe.  In practice, an organisation’s 
risk appetite should address the following dimensions, as a minimum: 
 

• The nature of the risks to be assumed 
• The amount of risk that may be tolerated  
• The desired balance of risk versus reward 

 
For further detail on Risk Appetite please refer to the Boards Risk 
Management Strategy. 

 
7 CONSULTATION 

 
7.1 NHS Dumfries and Galloway is committed to an ongoing process of review 

and evaluation of this policy in consultation with all relevant parties.  
 
7.2  Consultation on the Risk Management Policy was led by the authors. This 

included: 
a. Risk Oversight Group 
b. NHS Board Management Team   
c. Health and Social Care Governance and Performance Group  
d. Area Partnership Forum 
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8 TRAINING AND SUPPORT 

 
8.1 All staff who have risk management responsibilities must undergo Risk 

Management Training to be deemed competent to assess and enter a risk on 
the risk register. Annual refresher training is encouraged. 

 
8.2 Effective risk management depends on all staff having a clear understanding 

of the subject and the contribution they can make to managing risk.  
Managers are responsible for ensuring that their staff, through personal 
development plans, are able to identify their learning needs and participate in 
appropriate risk management related training and activities. 

 
8.2 Risk Management Training is in place in various formats dependent on 

identified learning need and style.  E-leaning modules, individual and group 
sessions via Teams as well as traditional face to face are all equally effective. 
Managers are encouraged to ensure their staff undertake the training to raise 
awareness and competence in risk management at all levels.   

 
 

9 MONITORING 
 
9.1 This policy and the overarching Risk Management Strategy is monitored 

through Board and its committees as set out in the Risk Management 
Strategy. The processes and controls are reviewed and challenged to identify 
where they are working well and where controls are absent or need to be 
improved.   

 
9.2 Internal audits of services help identify areas where controls are absent or 

weak that require focussed attention. 
 
9.3 A suite of Key Performance Indicators is in place and these are reviewed at 

Risk Oversight Group and Risk Executive Group on a bi-monthly basis to 
monitor performance and compliance with Risk Management processes.  
Annual RM reviews are reported to Audit and Risk Committee as well as a bi-
monthly Risk Management Strategy Update.  

 
9.2 The monitoring arrangements for this Policy are set out in the table below. 
 
Element to be 

monitored 
Monitoring 

Methodology 
Reporting 

Presented by Committee Frequency 
Total Policy Review and 

discussion 
Director of 
Nursing or 
Designee 

Audit & Risk Bi-annually 
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10 EQUALITY IMPACT ASSESSMENT 
 
10.1 NHS Dumfries and Galloway is committed to the 3 aims of the Equality Act 

(2010) General Equality Duty (relating to the 9 protected characteristics of 
age, disability, gender reassignment, marriage and civil partnership, 
pregnancy and maternity, race, religion and belief, sex, sexual orientation.) An 
impact assessment has been undertaken on the RM Strategy and is 
published on the NHS Dumfries and Galloway external website.  

 
 
11 DATA PROTECTION AND CONFIDENTIALITY IMPACT ASSESSMENT 

 
11.1 A Data Protection Impact Assessment was not undertaken when reviewing 

this policy as the document did not review or handle confidential or personal 
information 
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12. DOCUMENT CONTROL SHEET  
 
12.1 Document Amendment History 
 
Version Section(s) Reason for update 

2.0 Whole 
document 

Risk Strategy and Risk Policy Refresh in 2019/20 

2.1 Whole 
document 

Scheduled update, internal audit recommendations 
and new Policy Template/Headings 2023  

   
 
12.2 Distribution 
 
Name Responsibility Version number 
Risk Oversight Group Approval - Nov 10th 2023 2.1 
Area Partnership Forum Approval - Nov 24th 2023 2.1 
Audit & Risk Committee Approval  - Nov 24th 2023 2.1 
Health & Social Care 
Leadership Team 

Approval  - Nov 24th 2023 2.1 

Board Management Team Approval – Nov 29th 2023 2.1 
Risk Executive Group Approval  - Dec 13th 2023 2.1 
 
12.3 Associated documents  
 
Risk Management Strategy  
S:\PSI Shared Area\General\1. RISK MANAGEMENT\RISK MANAGEMENT 
STRATEGY\Risk Strategy (Approved 12042021).docx 
 
 
12.4 Action Plan for Implementation 
 
Action Lead Officer Timeframe 
Disseminate to all staff via 
Comms. Management and 
Line Management 

Risk Manager/Risk 
Oversight Group Key 
Risk Contacts 

December 2023 

Replace on Policy 
Register 

Corporate Business 
Manager 

December 2023 

Risk Team Update on Beacon December 2023 
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Appendix 1 
 

Risk Management - Roles and Responsibilities 
 
NHS Dumfries and Galloway Board 
 
The Board is ultimately responsible for managing risk. Board members have a 
corporate responsibility for the management of risk and each member must be 
aware of their obligations to promote this and protect the public from risk in the 
normal course of events within local NHS provision. An updated Corporate Risk 
Register Summary Report is presented to the Board on a quarterly basis. The Board 
also receives an annual report on risk management. 
 
A 6 monthly summary of the corporate risks is provided to the relevant committees 
and reports by exception. Committees report any exceptions to the Board as and 
when required via the Committee update.  
 
Chief Executive 
 
The Chief Executive as the accountability officer has responsibility for risk 
management systems and processes across the organisation.  
 
Executive Nurse Director 
 
Whilst the Chief Executive has overall accountability for risk management across 
NHS Dumfries and Galloway, the Executive Nurse Director has responsibility for the 
implementation of suitable and effective risk management arrangements. The Nurse 
Director is supported by the Deputy Nurse Director and Patient Safety and 
Improvement Manager. 
 
The Executive Nurse Director has a remit to co-ordinate, integrate, oversee and 
support the risk management agenda and to ensure that risk management principles 
are embedded across NHS Dumfries and Galloway. These arrangements should 
allow for assurance to be given to the Chief Executive as Accountable Officer in 
signing off the Annual Governance Statement.  
 
Executive Directors 
 
Directors of the organisation are responsible for ensuring that risk registers are 
maintained and reviewed and that appropriate risk management practices are 
adopted within their area of responsibilities. 
 
Directors are responsible for elements of the Corporate Risk Register which sit within 
their remit. They are required to review the risks and report through the relevant 
governance committee as appropriate. 
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NHS Board Chair and Non-Executive Directors 
 
The Board Chair and Non-Executive Directors have a responsibility to: 
 
• Constructively challenge Chief Executive and Executive Directors on the 

management of the Corporate Risk Register  
 

• Support the Executive Directors in the development of proposals on risk 
mitigation  

 
• Scrutinise and review the implementation of the Risk Management strategy 

through the Committee structure  
 
• Support and consider the development of a Board Assurance Framework  
 
Risk Executive Group (REG) 
 
The REG is a senior management group, chaired by the Chief Executive, Nurse 
Director and Director of Finance on a rotational basis. It has overall responsibility for 
the development and delivery of Risk Management Strategy which includes 
integration, co-ordination and standardisation of risk management throughout the 
Board.  
 
The Risk Executive Group ensures NHS Dumfries and Galloway has appropriate 
governance arrangements in place to maintain operational co-ordination for risk 
management. It oversees the identification and monitoring of corporate risks, 
including maintenance of the Corporate Risk Register, and deals with significant and 
escalating risks, reporting formally to the relevant Committees and to the Board. 
 
The Risk Management Strategy is reviewed every three years by the REG before 
being submitted to the Board for approval. Additionally, on behalf of the Board, the 
REG monitors the risk management work plan which includes the Risk Management 
Strategy implementation.  
 
Risk Oversight Group (ROG) 
 
The Risk Oversight Group will oversee the implementation of NHS Dumfries & 
Galloway Risk Management Strategy and associated Policies, ensuring that it is 
consistently and comprehensively adopted. 
 
It will link Corporate, Tactical and Operational teams tasked with implementing the 
Risk Management Strategy and provide a means of reviewing progress, identifying 
issues and escalating to Risk Executive Group or deescalating to Directorate or 
Corporate functions. 
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Patient Safety and Improvement Manager 
 
The Patient Safety and Improvement Manager supported by the Risk Manager will 
develop a culture whereby risks are identified, assessed and managed in a way that 
promotes improvement and learning.  
 
Risk Manager 
 
The Risk Manager will advise and support the development and implementation of 
the Risk Policy and Adverse Event Policy and Procedure, aligning it with the Risk 
Management Strategy and Implementation Plan. 
 
The Risk Manager will also give advice on whether escalation of a risk may be 
required when all possible mitigations have been exhausted.  
 
Staff 
 
All members of staff have an important role to play in identifying, assessing and 
managing risk. To support staff in this, the Board provides a fair, consistent 
environment and encourages a culture of openness and willingness to admit 
mistakes. Staff are encouraged to report any situation where things have, or could 
have, gone wrong. Where necessary the Board will provide information, counselling 
and support, and training for staff in response to any such situation. The Board 
needs to learn from any such situation in order to continuously improve the risk 
management process. 
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2. Click link to complete a Risk Assessment 

Appendix 2 

SOP - QUICK REFERENCE GUIDE 
 

 

 

1. Access Datix is via NHS Dumfries & Galloway Beacon 
  http://hippo.citrix.dghealth.scot.nhs.uk/sorce/beacon/ 

http://hippo.citrix.dghealth.scot.nhs.uk/sorce/beacon/
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4. Click on Add a new risk 

 

 
 

 

 

3. Log in to Datix with your User name and 
 

If you require assistance contact: dg.adverse-
 

mailto:dg.adverse-incidents@nhs.scot
mailto:dg.adverse-incidents@nhs.scot
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Short title (what may happen) 
E.g. Risk that Data is not 
maintained securely or 

i t l  

RISK FORM 1 
 

5. Risk Details 
 
 
 
 
 
 
 
 

 

NHS D&G Risk Categories 
 
 
 
 
 
 
 
 

You have two choices Primary and 
Secondary Risk Link to Risk Category 
Descriptions 

 

 

Link to Orange Book - This guidance establishes the concept of risk 
management and provides information on concepts, development and 
implementation 

   Last updated: 4 May 2023 
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1 

Describe the issues and/or hazards and provide the historical 
background and context on how the risk emerged  
Please avoid acronyms 

IF we do not budget appropriately 
Then we do not have adequate finances 
Resulting in the failure to deliver on our service 

 

IMPORTANT: 

The cause is something that we can 
hopefully change 

The cause is an action we are not 
doing or an external factor that we 
need to prepare for to minimise the 
likelihood or impact of the event 

 
 
 
 
 
 
 
 
 
 
 

If the risk is directly linked to Covid-19 and/or exacerbated 
because of Covid-19, please choose Yes, otherwise choose 
No.  Clarity can be provided in Background/Context section 
above 

This is the General Manager or 
Executive responsible (click on drop 
d ) 

Current Corporate Risks as of April 2021 

Level 1 - Corporate/Strategic 
Level 2 - Directorate/Tactical 
Level 3 - Specialty/Operational 

Risk Details (continued) 
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• We recommend that a Risk 
Assessment be carried out by 
several members of a team 

• This initial section is the 
unmanaged risk or worst case 
scenario without any controls 

• The link above provides 
guidance on assessing 
Likelihood and Consequence 
should the risk materialise 

6. Risk Rating 
 
 
 
 
 
 
 
 
 
 
 

List all controls currently in 
place 1. 
2. 
3. Etc. 

The risk rating and 
level is automatically 
calculated 



 

Page 24 of 35 
Title: Risk Management Policy 
Date: 18/09/2023 
Version: 2.1 
Lead Author: Corporate Risk Manager 
 

The only current version of this policy is on the intranet 

• Reassess risk with 
current controls in 
place 

 
• Note that it may not be 

possible to decrease both 
likelihood and 
consequence 

 
• The aim is to manage the 

  

• Further controls are those that are planned and not already in place 
• Further controls require agreement with senior management  
• Actions should be assigned with realistic timeframes for delivery 
(see 10)         This section is not for updates. Please use 
PROGRESS NOTES Section (see 13) 

Risk Rating (continued) 
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• This is the residual risk 
level if all possible 
controls and mitigations 
are enacted  

 

  

Risk Rating (continued) 
 

7. Key Dates 

 

New Risk – Awaiting Review and Approval by General 
Manager is 10 working days 
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• Once the reporter has completed all 
sections indicated with a red asterisk * 
Submit the risk 

• A DATIX email is automatically sent to the 
Executive Risk Owner informing that a 
new risk has been entered 

• The Executive Risk Lead has 10 working 
days to respond and will be asked to do 
one of the following: 

• This is then denoted on the Risk Register 
Status 

8. Risk Reporter Details 
 

 
RISK FORM 2 

 

9. KEY DATES 
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• Status changes once reviewed by 
Executive Risk Owner 

 
• Executive Risk Owner populates Review 

Date  
          and Review Period 
• Note 

Current Version of DATIX does not 
automatically provide Next Review Date. 
This must be tracked by directorate Key 
Risk Contact or Administrative support 

To assign an Action click here 

 
 

KEY Dates (continued) 
 

 
 
10. ACTIONS 
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Short Description of Action 

• Detailed description and instruction for person assigned action 
• This should not the take place of a conversation to understand what is being 

requested 

Due Date is a Mandatory Field to be 
entered by person assigning the action 

Type here starting with last name for list of 
t ff 

Remember to Submit action 

Date Action 
C l t d 

 
 
ACTIONS (continued) 

 
 
 
 
 
 

 

 
 

 
 
 

 
 

Progress toward completion of action can be documented here including any 
barriers or challenges to completing action. 

 
 



 

Page 29 of 35 
Title: Risk Management Policy 
Date: 18/09/2023 
Version: 2.1 
Lead Author: Corporate Risk Manager 
 

The only current version of this policy is on the intranet 

  Risk reassignment 
• If you choose Yes …..enter name of person 
• A DATIX email is automatically sent to that person 

 

• It is highly recommended that all documents pertaining to the risk are uploaded to the files section. This may 
include; Data, evidence, reports, reference to Datix Incident Reports, PDSA work, etc. 

 
• This not only allows all relevant information to be in one place, it also provides evidence of controls and 

mitigations for any audit of the effectiveness of risk processes. 

 
 
11. RISK ESCALATION and DE-ESCALATION/RE-ASSIGNMENT 

 

 
 

12.  ADD DOCUMENTS 
 

 
 
 
 
 

 
Use this section to indicate if risk is to be escalated/des-escalated, for 
example from Specialty to Directorate or Directorate to Corporate 
• A conversation should always take place with Directorate Lead or 

Executive Lead  to discuss details and agree prior to reassignment (see 
below) 

 



 

Page 30 of 35 
Title: Risk Management Policy 
Date: 18/09/2023 
Version: 2.1 
Lead Author: Corporate Risk Manager 
 

The only current version of this policy is on the intranet 

Don’t forget to SAVE your work! 

 
13. PROGRESS NOTES 

 
 
 
 

 

This section is intended for updates on meetings, communications, reason for escalation/de-escalation, etc.  
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Risk Assessment Matrix                Appendix 3 
 Severity of Consequence  How much harm caused if risk realised? 

 
 
Likelihood of Occurrence  
 
 
 
How likely is it to happen? 
Has it happened and how often? 
 
 

Negligible 
• Minor injury, not 

requiring first aid 
• Unsatisfactory 

patient experience 
not directly related to 
patient care and 
readily resolvable 

• Partial loss of service 
• Financial impact less 

than £5K 

Minor 
• Minor temporary injury 

or illness, first aid 
treatment required 

• Unsatisfactory patient 
experience directly 
related to patient care – 
rapidly resolvable 

• Individual service 
objectives only partially 
achievable 

• Financial impact £5K - 
£50K 

Moderate 
• Significant injury or ill health 

requiring 
• medical intervention – 

temporary incapacity 
• Patient outcome or experience 

below reasonable expectations 
in a number of areas 

• Unable to achieve service 
objectives without substantial 
additional costs or delays 

• Financial impact £50K - £500K 

Major 
• Single avoidable death 

or long term incapacity 
or disability 

• Significant impact on 
ability to deliver service 
objectives, service may 
have to be discontinued 

• Major financial loss 
£500K - £2.5M 

Extreme 
• Multiple or repeated 

avoidable fatalities or 
• major permanent 

incapacity/disability 
• Sustained loss of service 

with serious 
• impact on delivery of patient 

care, major 
• contingency plans invoked. 
• Corporate obligations not 

met. 
• Severe financial loss £2.5M + 

Almost Certain 
• this is expected to occur 

frequently/ in most circumstances 
– more likely to occur than not 
(daily/weekly/monthly) 

Medium (5) High (10) High (15) Very High (20) Very High (25) 

Likely 
• Probably will occur 
• strong possibility that this could 

occur – likely to occur (quarterly) 

Medium (4) Medium (8) High (12) High (16) Very High (20) 

Possible 
• May occur 
• may occur occasionally, has 

happened before on occasions – 
reasonable chance of occurring 
(annually) 

Low (3) Medium (6) Medium (9) High (12) High (15) 

Unlikely 
• Probably won’t occur 
• not expected to happen, but 

definite potential exists – unlikely 
to occur (2-5 years) 

Low (2) Medium (4) Medium (6) Medium (8) High (10) 

Rare 
• Little chance of occurrence 
• Can’t believe this event would 

happen – will only happen in 
exceptional circumstances (5-10 
years) 

Low (1) Low (2) Low (3) Medium (4) Medium (5) 
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Low Low:  No additional risk controls required.  The person responsible shall document assurance that existing controls or contingency plans 
remain effective and ensure any weaknesses are addressed. 
 

Medium Medium:  Further action shall be taken to reduce the risk but the cost of control should be proportionate.  The person responsible shall 
ensure additional risk control measures are introduced within a defined timescale.  Assurance that risk controls or contingency plans are 
effective shall be documented and evaluated by the relevant Head of Service and any weaknesses addressed. 
 

High High:  Further action, possibly urgent and requiring considerable resources, shall be taken to reduce the risk.  Responsibility for introducing 
risk control measures within a set timescale shall be explicitly defined by the appropriate Director or General Manager and followed up 
through the performance review process.  Assurance that risk controls or contingency plans are effective shall be documented and 
evaluated by the relevant Director or General Manager. 
 

Very High Very High:  If confirmed to be unacceptable, the risk should be escalated immediately to Director level.  An immediate action plan should be 
drawn up with Executive level leadership. If appropriate, suspension of the activity until the risk has been reduced should be considered. 
The risk and the action taken to reduce it to an acceptable level should be taken to the next available Board. 
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Descriptor Negligible Minor Moderate Major Extreme 
Patient Experience Reduced quality of patient 

experience. 
 
Clinical outcome not 
directly related to delivery 
of clinical care 

Unsatisfactory patient 
experience/clinical 
outcome directly related to 
care provision – readily 
resolvable 

Unsatisfactory patient 
experience/clinical 
outcome 
 
Short term effects – 
expect recovery <1 week 

Unsatisfactory patient 
experience / clinical 
outcome 
 
Long term effects – 
expect recovery > 1 week 

Unsatisfactory patient 
experience / clinical 
outcome 
 
Continued ongoing long 
term effects 

Objectives / Project Barely noticeable 
reduction in scope, quality 
or schedule 

Minor reduction in scope, 
quality or schedule 

Reduction in scope or 
quality of project, 
objectives or 
schedule 

Significant project over-
run 

Inability to meet project 
objectives 
 
Reputation of the 
organisation seriously 
damaged 

Injury – physical and 
psychological 

Adverse event leading to 
minor injury not requiring 
first aid 

Minor injury or illness, first 
aid treatment required 

Agency reportable, e.g. 
Police (violent and 
aggressive acts). 
 
Significant injury requiring 
medical treatment and / or 
counselling 
 

Major injuries / long term 
incapacity or disability 
(loss of limb) requiring 
medical treatment and / 
or 
counselling 

Incident leading to death 
or major permanent 
incapacity 

Complaints / claims Locally resolved verbal 
complaint 

Justified written complaint 
peripheral to clinical care 

Below excess claim. 
 
Justified complaint 
involving lack of 
appropriate care 

Claim above excess level. 
 
Multiple justified 
complaints 

Multiple claims or single 
major claim. 
 
Complex justified 
complaint 

Services / Business 
Interruption 

Interruption in a service 
which does not impact on 
the delivery of patient care 
or the ability to continue to 
provide service 

Short term disruption to 
service with minor impact 
on patient care 

Some disruption in 
service with unacceptable 
impact on patient care. 
 
Temporary loss of ability 
to provide 
Service 
 
 
 
 
 
 

Sustained loss of service 
which 
has serious impact on 
delivery of patient care, 
resulting in major incident 
contingency plans being 
invoked 
 

Permanent loss of core 
service or facility. 
 
Disruption to facility 
leading to significant 
‘knock on’ effect 
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Descriptor Negligible Minor Moderate Major Extreme 
Staffing and 
Competence 

Short term low staffing 
level temporarily reduces 
service quality (<1 day). 
 
Short term low staffing 
level (>1 day) where there 
is no disruption to patient 
care 

Ongoing low staffing level 
reduces service quality. 
 
Minor error due to 
ineffective training/ 
implementation of training 

Late delivery of key 
objective / service due to 
lack of staff 
 
Moderate error due to 
ineffective training / 
implementation of 
training. 
 
Ongoing problems with 
staffing levels 

Uncertain delivery of key 
objective / service due to 
lack of staff 
 
Major error due to 
ineffective training / 
implementation of training 

Non-delivery of key 
objective / service due to 
lack of staff. 
 
Loss of key staff. 
 
Critical error due to 
ineffective training / 
implementation of training 

Financial including 
damage / loss / fraud 

Negligible organisational/ 
personal financial loss 
(£<1k) 
 
NB – please adjust for 
context 

Minor organisational/ 
personal financial loss 
(£1k - £10k) 

Significant organisational / 
personal financial loss 
(£10 - £100k) 

Major organisational/ 
personal financial loss 
(£100k - £1m) 

Severe organisational / 
personal financial loss 
(>£1m) 

Inspection / Audit Small number of 
recommendations which 
focus on minor quality 
improvement issues 

Recommendations made 
which can be addressed 
by low level of 
management action 

Challenging 
recommendations that 
can be addressed with 
appropriate action plan 

Enforcement action. 
 
Low rating. 
 
Critical report 
 
 

Prosecution. 
 
Zero rating. 
 
Severely critical report 

Adverse Publicity / 
Reputation 
 

Rumours, no media 
coverage. Little effect on 
staff morals 

Local media coverage – 
short term. 
 
Some public 
embarrassment. 
 
Minor effect on staff 
morale/ public attitudes 

Local media – long term 
adverse publicity. 
 
Significant effect on staff 
morale and public 
perception of the 
organisation 

National media / adverse 
publicity, less than three 
days. 
 
Public confidence in the 
organisation undermined. 
 
Use of 
services affected 
 

National / international 
media / adverse publicity, 
more than three days. 
 
MSP/MP concern 
(Questions in Parliament). 
 
Court enforcement, Public 
Inquiry / FAI 
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NHS DG Risk Appetite Matrix – 2022/23         Appendix 4 
Risk Level  
 
 
 
Risk Domain 

0 
AVOID 

 
Avoidance of risk and 
uncertainty is a key 
organisational objective 

1 
MINIMAL (ALARP) 

As low as reasonably 
practicable. Preference for 
ultra safe delivery options 
that have a low degree of 
inherent risk and only for 
limited reward potential 

2 
CAUTIOUS 

 
Preference for safe delivery 
options that have a low degree 
of inherent risk and may only 
have limited potential for 
reward) 

3 
OPEN 

 
Willing to consider all potential 
delivery options and choices 
while also providing an 
acceptable level of reward and 
(Value for Money) VFM 

4 
SEEK 

 
Eager to be innovative and to 
choose options offering potentially 
higher business rewards (despite 
greater inherent risks) 

5 
MATURE 

 
Confident in setting high levels or 
risk appetite because controls, 
forward scanning and 
responsiveness systems are robust 

Quality 
How will we deliver safe 
services? 

We have no appetite for 
decisions that may have an 
uncertain impact on quality 
outcomes 

We will avoid anything that 
may impact on quality 
outcomes unless absolutely 
essential. We will avoid 
innovation unless 
established and proven to 
be effective in a variety of 
settings 

Our preference is for risk 
avoidance. However, if 
necessary we will take 
decisions on quality where 
there is a low degree of 
inherent risk and the 
possibility of improved 
outcomes, and appropriate 
control are in place 

We are prepared to accept the 
possibility of short-term impact 
on quality outcomes with 
potential for longer-term 
rewards. We support 
innovation. 

We will pursue innovation 
whenever appropriate. We are 
willing to take decisions on quality 
where there may be a higher 
inherent risk but the potential for 
significant longer-term gains 

We seek to lead the way and will 
prioritise new innovations, even in 
emerging fields. We consistently 
challenge current working practices 
in order to drive quality 
improvement 

People 
How will we be perceived by the 
public and our partners? 

We have no appetite for 
decisions that could have a 
negative impact on our 
workforce development, 
recruitment and retention. 
Sustainability is our primary 
interest. 

We will avoid all risks 
relating to our workforce 
unless absolutely essential. 
Innovative approaches to 
workforce recruitment and 
retention are not a priority 
and will only be established 
if proven and effective 
elsewhere 

We are prepared to take 
limited risks with regards to 
our workforce. Where 
attempting to innovate, we 
would seek to understand 
where similar actions had 
been successful elsewhere 
before taking any decision  

We are prepared to accept the 
possibility of some workforce 
risk, as a direct result from 
innovation as long as long as 
there is a potential for improved 
recruitment and retention, and 
development opportunities for 
staff 

We will pursue workforce 
innovation. We are willing to take 
risks which may have implications 
on our workforce but could 
improve the skills and capabilities 
of our staff.  
We recognise that innovation is 
likely to be disruptive in the short 
term but with the possibility of 
longer term gains 

We seek to lead the way in terms 
of workforce innovation. We accept 
that innovation and be disruptive 
and are happy to use it as a 
catalyst to drive positive changes 

Financial 
How will we use our resources? 

We have no appetite for 
decisions or actions that may 
result in financial loss 

We are only willing to 
accept the possibility of very 
limited financial risk 

We are prepared to accept the 
possibility of financial risk. 
However, VFM is our primary 
concern. 

We are prepared to accept 
some financial risk as long as 
appropriate controls are in 
place. We have a holistic 
understanding of VFM with cost 
not the overriding factor 

We will invest for the best 
possible return and accept the 
possibility of increased financial 
risk 

We will consistently invest for the 
best possible return for 
stakeholders, recognising that the 
potential for substantial gain 
outweighs the risks 

Regulatory 
How will we be perceived by our 
Regulator? 
(HIS, Care Inspectorate, 
Scottish Government, Audit 
Scotland) e.g., targets 

We have no appetite for 
decisions that may compromise 
compliance with statutory or 
regulatory policy requirements 

We will avoid any decisions 
that may result in 
heightened regulatory 
challenge unless absolutely 
essential 

We are prepared to accept the 
possibility of limited regulatory 
challenge. We would seek to 
understand where similar 
actions had been successful 
elsewhere before taking any 
decision 

We are prepared to accept the 
possibility of some regulatory 
challenge as long as we can be 
reasonably confident we would 
be able to challenge this 
successfully 

We are willing to take decisions 
that will likely result in regulatory 
intervention if we can justify these 
and where the potential benefits 
outweigh the risks 

We are comfortable challenging 
regulatory practice. We have a 
significant appetite for challenging 
the status quo in order to improve 
outcomes for stakeholders 

Reputational 
How will we be perceived by the 
public and our partners? 

We have no appetite for 
decisions that could lead to 
additional scrutiny or attention 
on the organisation 

Our appetite for risk taking 
is limited to those events 
where there is no chance of 
significant repercussions 

We are prepared to accept the 
possibility of limited 
reputational risk if appropriate 
controls are in place to limit 
any fallout 

We are prepared to accept the 
possibility of some reputational 
risk as long as there is a 
potential for improved 
outcomes for our stakeholders. 

We are willing to take decisions 
that are likely to bring scrutiny of 
the organisation. We outwardly 
promote new ideas and 
innovations where potential 
benefits outweigh the risks 

We are comfortable to take 
decisions that may expose the 
organisation to significant scrutiny 
or criticism as long as there is a 
commensurate opportunity for 
improved outcomes for our 
stakeholders 

Risk Appetite Minimal Low Moderate High Significant 

Adapted from Good Governance Institute (GGI) Risk Appetite Framework and NHS Ayrshire & Arran Risk Appetite  
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