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Policy on a page 
Summary & Aim Key Requirements 

Amalgamation of the following policies 
into one policy: 

• Mobile Phone Usage Policy 
• Acceptable Use of Email Policy 
• Acceptable Use of Intranet/Internet 
• Electronic Communications 

Monitoring 
• Approved Information Systems 

Devices Policy 
• Approved Information Applications 

& Software Policy 
• Access to Information Systems 

Policy 
• Use of Mobile Devices Policy 

 
Explains to staff their responsibilities 
when using the approved IT devices 
and software that are part of the NHS 
DG (Dumfries and Galloway) computing 
environment. 
 

• Provide a framework under which 
NHS Dumfries & Galloway can 
ensure compliance with all 
relevant legislation and policies. 

 
• It provides guidance to staff of 

NHS DG responsibilities in the 
management of these devices and 
software. 

 
• To inform staff of what information 

and activities we monitor and the 
reasons why. 

 

Target Audience Previous Names 
All staff employed by NHS Dumfries & 
Galloway. It is also applicable to all 
contractors, partnership organisations, 
students, volunteers, and visitors not 
directly employed by NHS Dumfries & 
Galloway but engaged to work with, or 
have access to, devices that belong to, 
and information for which NHS Dumfries 
& Galloway is the data controller. 
 

This is an amalgamation of previous 
policies as listed below: 

• Mobile Phone Usage Policy 
• Acceptable Use of Email Policy 
• Acceptable Use of Intranet/Internet 
• Electronic Communications 

Monitoring 
• Approved Information Systems 

Devices Policy 
• Approved Information Applications 

& Software Policy 
• Access to Information Systems 

Policy 
• Use of Mobile Devices Policy 

 
 
  



BOARD PUBLIC 

Page 3 of 13 
Title: Computer Usage Policy 
Date: April 2024 
Version: 1.0 
Lead Author: IT Delivery Manager 

The only current version of this policy is on the intranet 

Equality and Diversity Statement 
NHS Dumfries and Galloway recognise that some communities within society are 
more likely than others to experience discrimination, prejudice, and inequalities. 
The Equality Act 2010 specifically recognises the protected characteristics of age, 
disability, sex, race, religion or belief, sexual orientation, gender 
reassignment, pregnancy and maternity, and marriage and civil partnership. 
The Fairer Scotland Duty also requires NHS Dumfries and Galloway to actively 
consider how socio-economic disadvantage can be reduced when making 
strategic decisions. 
 
The New Armed Forces Covenant Statutory Duty places an expectation on NHS 
Dumfries and Galloway to consciously consider the Armed forces Covenant when 
developing, delivering, and reviewing policies and decisions which may impact the 
Armed Forces community and help improve their access to public services. 
 
Consideration on all the protected characteristics, the Fairer Scotland Duty and the 
Armed Forces Covenant are included within the Equality Impact Assessment 
process and documentation, which must be completed as part of the Policy 
Development Process. 
 
NHS Dumfries and Galloway is committed to promoting and advancing equality, 
removing, and reducing discrimination and harassment and fostering good 
relations between people that hold a protected characteristic and those who do 
not. This applies both in the provision of services and as our role as a major 
employer. NHS Dumfries and Galloway believe that all people have the right to be 
treated with dignity and respect and is committed to the elimination of unfair and 
unlawful discrimination practice. 
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1. PURPOSE AND RATIONALE 
 
1.1 Overview of the policy. 
 
2. POLICY AIMS 

 
2.1 Explains to staff their responsibilities when using the approved IT devices and 

software that are part of the NHS DG (Dumfries and Galloway) computing 
environment. 

 
2.2 It provides guidance to staff of NHS DG responsibilities in the management of 

these devices and software. 
 
2.3 To inform staff of what information and activities we monitor and the reasons 

why. 
 
2.4 To make it clear to staff that a breach of this policy may result in disciplinary 

action and possibly criminal proceedings. 
 
2.5 Provide a framework under which NHS Dumfries & Galloway can ensure 

compliance with all relevant legislation and policies. 
 
3. POLICY SCOPE 
 
3.1 This policy applies to all staff employed by NHS Dumfries & Galloway. It is also 

applicable to all contractors, partnership organisations, students, volunteers, 
and visitors not directly employed by NHS Dumfries & Galloway but engaged to 
work with, or have access to, devices that belong to, and information for which 
NHS Dumfries & Galloway is the data controller. 

 
4. DEFINITIONS 
 
4.1 IM&T also known as the IT Department or IT. 
 
4.2 Data Protection Act 2018 (DPA18) controls how personal information is used by 

organisations, businesses or the government. It came into effect 25th May 2018 
and replaced the Data Protection Act 1998. 

 
4.3 UK General Data Protection Regulation (GDPR) is a regulation in domestic law 

on data protection and privacy for all individual citizens of the UK. 
 
4.4 Data Protection Officer (DPO) required by NHS Dumfries & Galloway, under 

GDPR, to ensure the organisation applies the laws protecting the personal data 
of its patients and staff. 

 
4.5 Personal data/information is information that relates to an identified or 

identifiable individual. 
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4.6 Special category data/information is personal data that requires more protection 
as it is sensitive. Specifically this type of data relates to an indivdual’s racial or 
ethnic origin, political opinion, religious or philosophical beliefs, trade union 
membership, genetic data, biometric data, health data and sexual orientation. 
Data relating to criminal convictions is not special category data but additional 
rules and safeguards exist for the processing of this information due to the 
associated risks. 

 
4.7 Data Controller NHS Dumfries & Galloway, as an organisation, is a data 

controller as we determine what information we process and why. 
 
4.8 Data Processor is any person(s) or organisation, other than an employee of the 

organisation, who processes data on behalf of the controller. 
 
4.9 Processing refers to the collection, recording, storage, usage, analysis, 

combining, disclosure and deletion of data. 
 
4.10 Staff refers to all employees, bank workers, agency staff, contractors, students, 

volunteers. 
 
5. DUTIES/ RESPONSIBILITIES 
 
5.1 Communications including but not limited to Email and Teams 
 

Responsibilities of the User 
 
5.1.1 When using any board provided communication tools for example email and/or 

teams, it is important to check and re-read important communications before 
sending.  Make sure that you include your name, title, phone number and/or 
other relevant contact details at the end of the body of the email. 
 

5.1.2 When sending communications containing sensitive, personal, or commercial 
information make sure it is the correct recipient prior to sending.  For example, 
the correct email address or the right Teams Channel. 

 
5.1.3 When sending important and urgent communications always flag the message 

as important e.g., Urgent Email or Teams message. 
 

5.1.4 Do not amend any messages received except where specifically authorised by 
the other person. 

 
5.1.5 You will not email any personal or business sensitive documents to your own 

personal email account unless this relates to your own personal employment 
for example, policies, training certificates, payslips. 

 
5.1.6 Do not access any other person’s in-box or other email folders nor send any 

email purporting to come from another person unless specifically authorised to 
do so by a Director of the Health Board. 
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5.1.7 Under no circumstances may NHS D&G’s email or internet facilities be used in 
connection with the operation or management of any business other than that 
of NHS Dumfries and Galloway. 

 
5.1.8 Although NHS D&G’s email and internet facilities are provided for the purposes 

of the business, it is accepted that you may occasionally want to use them for 
your own personal purposes. This is permitted on the condition that all the 
procedures and rules set out in this policy are complied with. Be aware, 
however, that if you choose to make use of these facilities for personal 
correspondence, NHS Dumfries & Galloway can access these communications 
for the reasons given in this policy. 

 
5.1.9 The personal use of NHS Dumfries and Galloway provided email and internet 

must not interfere with the performance of your duties and does not take priority 
over your work responsibilities. 

 
5.1.10 Personal use of email or the internet should not cause unwarranted expense 

or liability to be incurred by NHS DG and does not have a negative impact in 
any way and is lawful and complies with this policy. 
 

5.1.11 You are strongly discouraged from providing your NHS Dumfries & Galloway 
email address when using public websites for non-business purposes, such 
as online shopping. This must be kept to a minimum and done only where 
necessary, as it results in you and NHS Dumfries & Galloway receiving 
substantial amounts of unwanted email. 

 
Responsibilities of the Organisation 

 
5.1.12 The primary purpose of email, Teams and other similar communication 

applications is to promote effective communication on NHS Dumfries and 
Galloway matters. 

 
5.1.13 All email, Teams and other work-related communication accounts maintained 

by NHS DG are the property of NHS DG. 
 
5.1.14 Remember to keep all messages formal, courteous, and professional when 

communicating when using NHS Dumfries and Galloway provided 
communication tools such as email and Teams. Remember that these 
communications can and will be used as evidence in any Employee tribunal 
and/or court. 
 

5.1.15 The deletion of an email from the live system still means NHS DG have 
access through the organisations back up facilities to restore the email. This 
back up may be across many copies and it would be difficult, costly and time 
consuming to delete the email across the many backups, therefore no 
agreement to attempt this will be forthcoming. 
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5.1.16 Emergency access can be granted to other users email account, but the 
request must have the authorisation of your general manager and the work 
force director, or their nominated deputy. This request can then be raised via 
the IT Helpdesk. 

 
5.1.17 All incoming emails are scanned with anti-virus and other cyber security tools. 

This service is managed by the organisation contracted to operate the NHS 
Mail service on behalf of the NHS Scotland of which NHS Dumfries & 
Galloway are a part of. The software will also block unsolicited marketing 
email (spam) and email which have potentially inappropriate or malicious 
attachments. 

 
5.2 Devices and any equipment provided by NHS Dumfries and Galloway 
 

Responsibilities of the User 
 
5.2.1 All NHS DG employees have a responsibility for the equipment and tools 

provided and are responsible for their physical security. 
 
5.2.2 Where a computing device has gone missing or believed to be stolen, you must 

immediately contact the IT helpdesk, and then raise an adverse incident so an 
investigation can be carried out. The I.T. helpdesk will make a reasonable 
attempt to locate or remote disable the device to ensure data integrity. 

 
5.2.3 Staff proven to have accessed information using devices directly connected to 

NHS Dumfries & Galloway networks which have not been approved by the 
organisation, will be subject to the board's disciplinary procedures. 

 
5.2.4 It is the responsibility of each user to take all reasonable precautions to 

safeguard the security of the device and the information contained upon it. 
 
5.2.5 Portable devices must not be left unattended, or your device unlocked at any 

time. 
 
5.2.6 Portable devices left in vehicles must not be visible. These devices must not be 

left overnight in a vehicle. 
 

5.2.7 All devices remain the property of the organisation and can be removed at any 
time. 

 
5.2.8 Users are responsible for the device from the moment of issue. 
 
5.2.9 Never use a mobile phone while driving, it is against the law and may result in 

prosecution and fines. 
 

5.2.10 NHS Dumfries and Galloway recommend that you should not use a hands-
free phone while driving as it will distract you and your mind will not be fully on 
your driving. Avoid taking calls, but if you must, say you are driving and end 
the conversation quickly. Otherwise, you will put yourself and other road users 
at risk. 
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Responsibilities of the Organisation 
 
5.2.11 The IT Department will maintain an asset register of all hardware devices 

connecting to its networks. 
 

5.2.12 The IT Department will maintain a list of hardware devices approved for 
connecting to its networks. 
 

5.2.13 The use of all other devices and software/applications is specifically 
prohibited. 
 

5.2.14 Any devices/hardware/software/applications that are deemed a business 
requirement must be requested via the IT helpdesk. To note IT may seek 
authorisation from senior management. 
 

5.2.15 The IT Department will be responsible for the specification, compatibility 
testing, procurement, installation and configuration of all hardware devices 
and software/applications used on its networks. 
 

5.2.16 It is recognised that in the Flexible Working Policy, the manager and 
employee guidance advise that requests to work from locations out with the 
UK should not be approved.  Any staff not complying with these policies will 
be subject to disciplinary processes in accordance with NHS Scotland 
Workforce Policies. 

 
 
5.3 Software 
 

Responsibilities of the User 
 
5.3.1 Staff who are found to have accessed information using software and 

applications directly to process information for which NHS Dumfries & Galloway 
has responsibility for and which have not been approved by the organisation 
will be subject to disciplinary action in accordance with NHS Scotland 
Workforce Policies. 
 

5.3.2 Users should save important information to a network drive NOT to the local C: 
drive. 

 
Responsibilities of the Organisation 
 
5.3.3 The IT Department will maintain an asset register of all approved software and 

applications including the assigned system owner/information owner. 
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5.4 Monitoring 
 

Responsibilities of the User 
 
5.4.1 You must not carry out any hacking activities or intentionally or recklessly 

introduce any form of spyware, computer virus or other potentially malicious 
software. 

 
5.4.2 The list of filtered websites is actively maintained, however where a staff 

member accesses a site, they deem inappropriate and in breach of this policy, 
they can raise a call on the IT helpdesk making a note of the website address. 

 
5.4.3 Sometimes there is a valid business reason for a member of staff or a staff 

group to access a blocked website. Raise a call on the I.T. Helpdesk. The I.T. 
Helpdesk may need to obtain permission from a senior manager or General 
Manager. 

 
5.4.4 All access to devices/I.T. systems/internet/intranet/communication devices and 

software is logged and will be scrutinised in the event of an adverse incident or 
report of misuse which could result in being reported to HR (Human 
Resources). 

 
5.4.5 NHS Dumfries & Galloway may monitor your business communications for 

reasons which may include but is not restricted to: 
a. Providing evidence of business transactions; 
b. Ensuring that NHS Dumfries & Galloway’s business procedures, policies 

and contracts with staff are adhered to; 
c. Complying with any legal obligations; 
d. Monitoring standards of service, staff performance, and for staff training; 
e. Preventing or detecting unauthorised use of NHS Dumfries & Galloway’s 

communications systems or criminal activities; and 
f. Maintaining the effective operation of NHS Dumfries & Galloway’s 

communications systems. 
 
5.4.6 NHS Dumfries & Galloway will monitor telephone, email and internet traffic 

data (i.e. sender, receiver, subject; non-business attachments to email, 
numbers called and duration of calls; domain names of websites visited, 
duration of visits, and files downloaded from the internet) at a network level 
(but covering both personal and business communications) for the purposes 
specified in this policy. 

 
5.4.7 By using NHS Dumfries & Galloway’s facilities you consent to our processing 

any sensitive personal data about you, which may be revealed by such 
monitoring. 

 
5.4.8 Staff MUST NOT share their password with anyone else as this will be 

considered a breach of this policy. 
 



BOARD PUBLIC 

Page 11 of 13 
Title: Computer Usage Policy 
Date: April 2024 
Version: 1.0 
Lead Author: IT Delivery Manager 

The only current version of this policy is on the intranet 

5.4.9 Passwords MUST NOT be left on notepads; post-it notes or scraps of paper. 
 
5.4.10 Staff are specifically prohibited from logging on to a computer system and 

then allowing another person to use their machine. 
 
5.4.11 Users are encouraged to log out when a machine is not in use. This is 

because a live terminal, left unattended, is a significant opportunity for 
unauthorised access. 

 
5.4.12 The user will be held responsible for all calls made from their work devices 

including mobiles, telephones, Teams, and similar communication tools. 
 
5.4.13 Charges for personal use of mobile phones and phones could be deducted 

from your wages. 
 
5.4.14 You can use your own personal devices to access the internet using the 

Public Wi-Fi provided. This too is filtered, and staff access is used in 
accordance with this policy. 

 
5.4.15 Users with the authority to access privileged and/or sensitive information, for 

example a system owner, should only do so for legitimate business reasons 
and when authorised to do so. 
 

Responsibilities of the Organisation to the User 
 

5.4.16 The I.T. department will maintain web filtering tools which prevent and protect 
users from accessing certain inappropriate web sites. 

 
5.4.17 NHS Dumfries and Galloway applies restrictions to devices that prevents the 

installation of other software and unauthorised hardware. We monitor and are 
alerted when an attempt is made to install unauthorised hardware or software. 
When a breach is found an adverse incident will be raised for further 
investigation. 
 

5.4.18 Continuous monitoring methods may be used to identify software and 
applications installed or used to process information for which NHS Dumfries 
& Galloway has responsibility. 
 

5.4.19 Users will be provided with access to the parts of the network necessary to 
carry out their duties as determined by their Department Head or delegated 
deputy. 
 

5.4.20 Users can be assured that access to system logging data will only be granted 
to those with a legitimate business need and have had received adequate 
authorisation and training. 
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6 PROCESS / PROCEDURES 
 
6.1 This policy refers to processes and procedures that can be found on the IT 

Portal.  https://scottish.sharepoint.com/sites/DG-NHSDGITHelpdeskPortal 
 
7 CONSULTATION 
 
7.1 Information Technology Security Group 
 
7.2 General Manager for Facilities and Clinical Support 
 
7.3 Information Assurance Committee 
 
7.4 Staff Side 
 
7.5 HR 
 
8 TRAINING AND SUPPORT 
 
8.1 Not applicable 
 
9 MONITORING 
 
9.1 The monitoring arrangements for this Policy are set out in the table below. 
 

Element to 
be monitored 

Monitoring 
Methodology 

Reporting 
Presented by Committee Frequency 

Compliance 
with this policy 

IT Helpdesk IT Delivery 
Manager 

Information 
Assurance 
Committee 

Quarterly 

Audit and Risk 
Committee 

Quarterly 

Data breaches Datix eHealth Cyber 
Security 
Manager/ Head 
of Information 
Governance 

Information 
Assurance 
Committee 

Quarterly 

Audit and Risk 
Committee 

Quarterly 

 
10 EQUALITY IMPACT ASSESSMENT 
 
10.1 An Equality Impact Assessment was completed on 31/01/2024.  The 

completion of the EIA will be considered during each subsequent review of this 
policy. 

 
11 DATA PROTECTION AND CONFIDENTIALITY IMPACT ASSESSMENT 
 
11.1 The screening questions, to assess if a full DPIA is required, was completed on 

28/12/2023.  A DPIA was not required. 
 

https://scottish.sharepoint.com/sites/DG-NHSDGITHelpdeskPortal
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12 DOCUMENT CONTROL SHEET  
 
12.1 Document Amendment History 
 

Version Section(s) Reason for update 
0.1 All Consolidation of policies. 
   
   

 
12.2 Distribution 
 
Name Responsibility Version number 
Corporate Business 
Manager 

Update policy register 0.1 

Information Assurance 
Committee 

For consultation and comment 0.1 

Staff side For consultation and comment 0.1 
Information Security 
Committee 

For consultation and comment  

BMT For Approval 0.1 
 
12.3 Associated documents 
 
NHS Scotland Information Security Policy 
NHS D&G Risk Management Policy 
NHS DG Data Breach Reporting Procedure 
NHS Scotland Workforce Policy 

 
12.4 Action Plan for Implementation 
 
Action Lead Officer Timeframe 
Update policy register Corporate Business 

Manager 
Immediate 

Place in latest news Communications Immediate 
Place on the intranet IT Delivery Manager Immediate 
Dissemination to all staff 
through line managers 

General Managers Continual availability of policy 
document on the intranet. 

 


