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Policy on a page 

Summary & Aim Key Requirements 
The policy has been developed in 
partnership and approved by the Area 
Partnership Forum and sets out the 
principles of professional social media 
etiquette within NHS Dumfries & 
Galloway in line with the necessary 
circulars, national policy and legislation.   
 
The aim of the policy is to provide 
guidance for staff when using social 
media both in a professional and 
personal setting to ensure they meet the 
ethos, priorities and professional 
standards associated with being an 
employee of NHS Dumfries and 
Galloway. 

Staff interacting on any form of social 
media are aware of the requirements to 
do so on both personal and professional 
levels. 

 

Target Audience Previous Names 
• This policy applies to all staff within 

NHS Dumfries & Galloway.   
• Staff Use of Social Media Policy 

  
Equality and Diversity Statement 

NHS Dumfries and Galloway recognise that some communities within society are 
more likely than others to experience discrimination, prejudice and inequalities. 
The Equality Act 2010 specifically recognises the protected characteristics of age, 
disability, sex, race, religion or belief, sexual orientation, gender 
reassignment, pregnancy and maternity, and marriage and civil partnership. 
The Fairer Scotland Duty, also requires NHS Dumfries and Galloway to actively 
consider how socio-economic disadvantage can be reduced when making 
strategic decisions. 

NHS Dumfries and Galloway is committed to promoting and advancing equality, 
removing and reducing discrimination and harassment and fostering good relations 
between people that hold a protected characteristic and those who do not. This 
applies both in the provision of services and as our role as a major employer. NHS 
Dumfries and Galloway believe that all people have the right to be treated with 
dignity and respect and is committed to the elimination of unfair and unlawful 
discrimination practice. 
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1. PURPOSE AND RATIONALE 
 

1.1 NHS Dumfries and Galloway is committed to improving how it communicates with 
the public, staff and other stakeholders. This includes using all reasonable and cost 
effective means to reach out to the different communities we serve.  
 

1.2 Social media is the term normally given to web-based tools which allow users to 
interact with each other in some way. This could be by sharing information, 
opinions, knowledge and interests online.  

 
1.3 Social media involves the building of online communities or networks. This 

includes:  
 

• Blogs  
• Message boards  
• Social networking websites such as Facebook, X, formerly Twitter, Snapchat, 
Whatsapp  
• Content sharing websites such as Flikr and YouTube  
• Many other similar online channels  
 

1.4 The way such information is consumed is also changing with the increased use of 
mobile devices such as iPhones and similar hardware. It is therefore important that 
we all understand how social media tools can help NHS Dumfries and Galloway 
achieve its business objectives in a professional and responsible fashion and that 
staff are empowered to contribute effectively to this collaborative activity when it 
supports our roles within the organisation.  
 

1.5 Social media platforms open up new and exciting opportunities however there are 
many issues to consider, both as individual employees and as an organisation. To 
avoid major mistakes it is important to manage potential risks through a common 
sense approach and framework. We need to pro-actively monitor the development 
of such applications.  

 

2. POLICY AIMS 
 

2.1 This policy sets out the standard that should be followed by all NHS Dumfries and 
Galloway staff when publishing content to any social media networks through either 
a personal account or an account approved for use for work related subjects. The 
policy covers the use of social media and networking sites, established and 
managed by staff on behalf of NHS Dumfries and Galloway. The policy covers the 
publication of posts and submissions either in the form of the written word, 
photograph, video or any other medium to a publicly or privately available social 
media site approved for use for work related subjects. This includes but is not 
limited to:  
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• Externally managed and hosted social media sites such as Facebook, Google+ 
and LinkedIn.  
• Externally managed blogs/microblogs tools such as X, formerly Twitter, 
WordPress and Blogger.com.  
• Externally managed discussion boards such as Patient Opinion.  
• Internally managed blogs, discussion boards or other OSN medium managed 
within the confines of the NHS Dumfries and Galloway intranet.  
 

2.2 When someone clearly identifies their association with NHS Dumfries and 
Galloway and / or discusses their work online, they are expected to behave 
appropriately and in ways which are consistent with our policies and procedures.  
 

2.3 The Internet is a fast moving technology and it is impossible to cover all 
circumstances. However, the principles set out in this document should always be 
followed and be read together, as appropriate, with other policies and legislation, 
including:  

 
• Data Protection Act 1998 
• Equality Act 2010 including the Public Sector Equality Duty & Fairer Scotland 
Duty 
• Plain English guide  
• Once for Scotland Conduct Policy  
• IT Security Policy  
• Email and Internet use  
• Network access procedure  
 

2.4 To this end, when you are identified as a staff member (whether through displaying 
an NHS email address or by identifying the organisation) you should not:  
• Engage in activities on the Internet which might bring NHS Dumfries and 
Galloway into disrepute  
• Post information regarding patients and / or relatives  
• Disclose commercially sensitive or privacy marked information  
• Infringe copyright rules  
• Attack or abuse colleagues  
• Post derogatory or offensive comments or give any indication of support of such 
comments 
 

2.5 Staff should understand that if they do engage in one or more of the above 
activities, then decisions may be taken to manage the activity under the Once for 
Scotland Conduct Policy 
 

 
3. POLICY SCOPE 
 
3.1 The Social Media policy will apply to all NHS Dumfries and Galloway staff 

including bank staff and volunteers and will apply to all forms of social media.   
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4. DEFINITIONS 
 
Social Media – Social media is a general term used to describe internet and mobile 
tools and forms of publishing which integrate technology, telecommunications and 
social interaction or discussion between an author and active readers. Examples 
include, but are not limited to, Facebook, X (formerly Twitter), Instagram, Tiktok. It 
also includes communication apps such as WhatsApp, Snapchat and Messenger. 
Other examples are online forums and chat rooms, as well as podcasts and video 
hosting or live stream sites such as YouTube and Vimeo and subscription services 
such as OnlyFans. 
 
5. DUTIES / RESPONSIBILITIES 
 

5.1 Area Partnership Forum will be responsible for approving and reviewing this 
policy and associated documents to ensure that they are fit for use prior to 
implementation.  This group will also be responsible for overseeing the 
monitoring of this policy. 
 

5.2 Senior Managers:  Will provide authorisation for the creation of any new social 
media accounts required by teams following consideration of remit and other 
existing accounts.  Will also provide guidance in relation to content of posts when 
required. 
 

5.3 Line Managers:  Will provide guidance in relation to content of posts when 
required. 
 

5.4 All staff in general:  Will follow guidance of procedure detailed in the policy 
regarding the posting of content on both personal and professional accounts; 
seek guidance regarding any content either being posted or received regarding 
appropriateness.  Flag any inappropriate content as per procedure detailed in this 
policy. 
 

5.5 Communications Team staff:  Will administer the creation and deletion of all 
organisational social media accounts.  Will monitor these accounts sporadically to 
ensure standards are being met.  Will carry out audits regarding suitability and 
viability of all live organisational accounts.  Will flag any inappropriate content 
identified on organisational accounts to relevant department(s). 
 

 
6. PROCESS / PROCEDURES 
6.1.1 In all methods of using social media, staff must never share confidential or 

sensitive information via any social media platform, whether that relates to an 
individual patient, documentation or the wider organisation. 
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6.2 STAFF PERSONAL USE OF SOCIAL MEDIA 
 

6.2.1 When staff are posting onto social media in a personal capacity they must still 
be aware of their role representing NHS Dumfries and Galloway and its ethos, 
priorities and professional standards. 

6.2.2 Staff should be aware that even if they have not disclosed the name of their 
employer on their personal account, comments made or content posted on 
social media may still have a damaging impact on NHS Dumfries and 
Galloway or NHS Scotland in general. 

6.2.3 All staff must maintain professional boundaries on social media, just as they 
would in the workplace. This includes giving thought to conversations with 
patients or their families, or accepting or requesting to join a social network 
that may include colleagues, patients or their relatives. If a staff member is in 
any doubt they should speak with their line manager. 

6.2.4 When posting on social media sites, there should be no expectation of 
privacy, regardless of privacy settings applied to individual accounts. Content 
uploaded to and opinions expressed via social media must be considered to 
be in the public domain, with the caution that any posting thought to be 
temporary or limited in audience might easily become permanent. 

6.2.5 Accessing personal social media during working hours should be avoided. 
Access to personal social media accounts or creation of content should be 
limited to personal devices and networks. In some working areas it will not be 
appropriate to use personal mobile devices at all – please see departmental 
guidance. 

6.2.6 Staff should conduct themselves on social media in a way which reflects 
expectations around their conduct professionally, both in what they post 
openly on social media and also in what they consider to be closed social 
media channels – bearing in mind that this might still become public.  

6.2.7 Staff use of social media as a means of communication regarding work 
practices e.g. shift swaps/absence covers should be again within the 
expectations of professional conduct.  Please see point 6.2.6 with regards to 
expectation of privacy and point 6.2.11 with regards to accessibility to 
conversations on social media platforms. 

6.2.8 NHS Dumfries and Galloway will not monitor an employee’s social networking 
sites and does not intend to be prescriptive about how employees should 
conduct themselves in their private lives. However, where material is brought 
to the attention of the organisation which may be  inappropriate, the 
organisation will investigate in line with the appropriate policy 
or legislation, e.g. Data Protection Law, Once for Scotland Conduct Policy. 
This may include making referrals to professional regulatory bodies, many of 
which will have their own social media policies. 

6.2.9 Staff must not originate, repost or share material which features content 
relating to NHS Dumfries and Galloway or associated health and social care 
services, patients, staff, third parties or anyone which may be considered 
confidential, offensive, defamatory, discriminating, harassing, illegal, 
embarrassing, threatening, intimidating or which may incite hatred, or which 
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may compromise the safety of staff or patients – giving consideration to the 
Equality Act. 

6.2.10 Social media should not be employed as a means for whistle blowing or 
expressing a work-related grievance. Instead, this should be raised via 
management structures or via the NHS Scotland Whistleblowing Policy. 

6.2.11 As a public sector organisation, Freedom of Information requests can include 
requests for records of conversations which relate to work. This can be on any 
platform, including social media and messaging services. 

6.2.12 Issues which staff identify or experience on their personal social media is 
covered within section 6.3 which provides appropriate guidance. 

 

6.3 STAFF PROFESSIONAL USE OF SOCIAL MEDIA 

6.3.1 Any staff who have a role in managing, maintaining or populating 
organisational social media accounts must: 

 

6.3.1.1 Seek and receive permission from the Communications Team on the 
creation of any new account, with a requirement to set out the need for the 
account, as well as an explanation as to how it would be used. 

6.3.1.2 Provide the Communications Team with login details for any social 
media account, allowing for quick action to be taken at a central point in 
response to any issues which might arise. 

6.3.1.3 Ensure the security of all organisational social media accounts which 
they are accessing professionally, including having a password which 
conforms to standards as set out in Appendix 12.1 

6.3.1.4 Not share access to the social media account with any other individual 
without clear established agreement in place. 

6.3.1.5 Think before publishing any content (including linking to content on an 
external website). If you are in doubt about whether something is suitable to 
publish, either seek advice from your service/line manager, the 
Communications Team, or simply don’t publish it. Follow the credo - ‘If in 
doubt, don’t’. 

6.3.1.6 Ensure that all content which is posted is either nationally sanctioned 
by a reputable organisation, or has been reviewed and sanctioned by a line 
manager with sufficient authority or via the Communications Team. If in doubt, 
contact the Communications Team. 

6.3.1.7 Ensure that all content published is presented in a way that is suitable 
for the intended audience. Content should be presented in a way that is 
simple and easy to understand. Ideally technical/medical jargon should not be 
used, but where such wording has to be used, provide a short explanation 
that explains the meaning of the words used.  

6.3.1.8 Organisational responsibilities in regards to advancing equality and 
fostering good relations should be considered when developing content for 
social media. 
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6.3.1.9 Ensure that consideration is given to alternative formats to convey the 
required information, noting that not all service users will/can utilise social 
media. 

6.3.1.10 Manage expectations of patient/public communication – be clear that 
this service is there to provide general public information only and does not 
provide any other form of information or advice.  

6.3.1.11 Not provide medical advice in response to public or private messages 
received from individuals. The only suitable response in such an event is to 
advise those individuals to seek advice through the appropriate route (such as 
making an appointment through general practice or to attend a clinic).  

6.3.1.12 Ensure that any inappropriate information or material published on their 
networking pages or blogs is removed as soon as possible and measures put 
in place to avoid any recurrences.  

6.3.1.13 Report to their line manager and the Communications Team all 
incidences where a third party has placed inappropriate material on to their 
social network pages or blogs. 

 

6.4 ORGANISATIONAL USE OF SOCIAL MEDIA 
 

6.4.1 The purpose of organisational social media accounts is news and 
announcements, public education and health campaigns, workforce 
sustainability and recruitment and business continuity communications. No 
content should be originated or shared which is commercial in nature, or 
which promotes a commercial organisation without there being a just cause 
and discussions having taken place with the Communications Team. 

6.4.2 A professional but personable tone must be maintained across all social 
media postings issued in the name of NHS Dumfries and Galloway. 
Consideration should be given to the range of experiences and perspectives 
held by the people we are communicating with on social media. For very 
many, health and social care is a serious subject, with perspectives derived 
from personal experiences. As such, humour should be avoided. The general 
intent of our social media is to provide helpful information. We should seek to 
refrain from engaging publicly with individuals, unless it is to provide 
supportive information such as responding to valid, well-intentioned questions. 
Content must conform with the requirements under the Equality Act 2010 and 
the aims of the Public Sector Equality Duty. Appropriate language must be 
used at all times. If any clarification is required regarding inclusive terms, 
please contact the Equality & Diversity team. 

6.4.3 Messages received from individuals on medical issues, whether publicly or 
directly, should be met with a response which signposts them to the most 
appropriate qualified source of help or information. No attempt should be 
made to provide medical advice which is not part of an approved message. 

6.4.4 NHS Dumfries and Galloway has primary accounts established on social 
media sites such as Facebook, X (formerly Twitter), YouTube and Instagram, 
with thousands of followers. All efforts should be made to ensure best use is 
made of these accounts so as to reach the widest possible audience in our 
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messaging and to further develop and promote clear, central sources of 
reliable, authoritative information. These primary accounts are, Facebook:  
https://www.facebook.com/NHSDG/ ; https://www.facebook.com/DGHSCP/; X 
(formerly Twitter): https://twitter.com/DGNHS; https://twitter.com/DGHSCP;  
YouTube: @DGNHS; @DGHSCP; and Instagram: nhs_dg  A full list of the 
active social media sites can be found at Appendix 12.2. 

6.4.5 New social media accounts established in the name of NHS Dumfries and 
Galloway outwith the primary accounts will be considered on the Facebook 
and X (formerly Twitter) platforms. However, proposals to create new 
accounts must be brought to the Communications Team, and none can be 
launched until approval is provided. A submission will be required, setting out 
the proposed nature of the account, its purpose, its intended audience, and 
the rationale for the need for a new account to be created. Ultimately, a 
decision on whether to create a new account will be at the discretion of the 
Communications Team after having considered the proposal. All new social 
media accounts must be approved not only by the Communications Team, but 
by the General Manager from the directorate which will be served by the new 
account. To request the creation of a new account, please complete the form 
located at Appendix 12.3 of this policy and send it to 
dgcommunications@nhs.scot. 

6.4.6 All historic social media accounts in the name of NHS Dumfries and Galloway 
must be registered with the Communications Team, and access provided to 
those accounts.  

6.4.7 Anybody who has a role managing a social media account in the name of 
NHS Dumfries and Galloway is responsible and accountable for the content 
which features on that account. This applies to materials originated for the 
account, and acting on content which appears from third parties - including 
reactions to postings. 

6.4.8 Ensure that consideration is given to alternative formats to convey the 
required information, noting that not all service users will/can utilise social 
media. 

6.4.9 All accounts serving the organisation must include ‘NHS Dumfries and 
Galloway’ or ‘NHSDG’ within its title, so as to make clear its association. They 
must also include central points of contact for the organisation, such as 
website and telephone number. These details must be updated under the 
responsibility of those managing the page. 

6.4.10 Social media accounts in the name of NHS Dumfries and Galloway are 
subject to periodic review by the Communications Team. Action may result at 
the Communication Team’s discretion if an account is found to be under-
utilised, moribund, not conforming to social media policy or not fulfilling what 
was set out in the proposal leading to its creation. This resulting action may 
include the shutting down of an account – with central access to the account 
having been provided to the Communications Team as a condition of its 
creation.  

6.4.11 If anyone believes that an account which either they manage or is managed 
by someone else should be closed, they should bring this to the attention of 
the Communications Team by emailing dgcommunications@nhs.scot.  

https://www.facebook.com/NHSDG/
https://www.facebook.com/DGHSCP/
https://twitter.com/DGNHS
https://twitter.com/DGHSCP
mailto:dgcommunications@nhs.scot
mailto:dgcommunications@nhs.scot
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6.4.12 Social media accounts must refrain from sharing postings which are not 
specific to their purpose and the service which they are providing. Accounts 
should not exist simply to duplicate the content of other accounts within the 
organisation. 

6.4.13 Where possible, those with a responsibility for social media accounts should 
look to work with other account managers to co-ordinate content and reduce 
duplication. 

6.4.14 The Communications Team will periodically undertake a review to see where 
accounts with similar purpose or content can be consolidated, to the benefit of 
the organisation in terms of resource, identity, accessibility and effectiveness 
of messaging. 

6.4.15 All accounts established in the name of NHS Dumfries and Galloway must 
advise that the organisation will take action against third parties who post 
material which we consider to be inappropriate for whatever reason. This can 
include posts which are offensive or which contain misleading information. 
Action can range from posts being hidden or deleted, to the individual or 
agency being permanently banned. 

6.4.16 A log must be maintained of all action taken in response to inappropriate 
conduct on any social media page established in the name of NHS Dumfries 
and Galloway. This log must be provided to the Communications Team who 
will maintain a central log. 

 

6.5 EXTERNAL SOCIAL MEDIA 
 

6.5.1 Organisationally, we may be approached by external agencies or individuals 
with a request to share content. All such approaches must be given very 
thoughtful consideration. Any information which is ultimately shared must 
come from a reputable organisation, and crucially must be of direct relevance 
to the social media account where the ask is being made. Material must be 
reviewed and sanctioned by a line manager with sufficient authority or via the 
Communications Team. If in doubt, contact the Communications Team. 
Individuals have a responsibility for all material posted. 

6.5.2 Some approaches to share information may be made by commercial 
companies. As a non-profit public body, we must be extremely careful to avoid 
being in a position of directly endorsing or promoting a commercial enterprise 
or product – even if the content relates to or supports the work or ethos of our 
organisation. As a general rule, our social media accounts will not share 
content originating from or relating to a commercial enterprise. One exception 
may be where a charitable donation is being made. However, it will be 
important that the content does not veer into promotion or endorsement, and 
all such content must therefore be brought to the Communications Team with 
proposed wording for approval. If an approach is made by a commercial 
business to share any other content, there must be sound reason behind why 
we would share this content, and this would also need to be presented to the 
Communications Teams to allow consideration before any approval.  
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6.5.3 Some of the reactions and responses to our social media postings may be 
challenging. It is important to note that we acknowledge people’s right to 
express their views and opinions, and that this will range from positive to 
negative. However, all postings by third parties must comply with the 
expectation of being civil, respectful and non-discriminatory. This is in relation 
not just to how comments relate both to us organisationally, departmentally 
and individually, but also other third parties. All responses which are found to 
be potentially racist, intolerant, prejudiced or abusive will be removed. Action 
may be taken against responsible parties. This could range from suspending 
or banning access, or reporting to relevant authorities. 

6.5.4 Action should also be considered against any responses which are seen to be 
potentially defamatory against the organisation, departments or individuals, 
which are potentially harmful to individuals, or where there is a concern about 
confidential information being shared. Advice in this area can be provided by 
the Communications Team. 

6.5.5 Members of staff with responsibility for managing organisational social media 
accounts have a responsibility for monitoring and acting upon social media 
responses which breach acceptable behaviours. All actions must be logged 
and presented to the Communications Team to be documented. The 
Communications Team can also provide advice. 

6.5.6 All staff, particularly those with a responsibility for managing social media 
accounts, should refrain from engaging publicly in response to postings which 
fall under the above terms.  

6.5.7 If any general member of staff identifies a response on an NHS social media 
account as described above, they should report this incident to the 
Communications Team who will ensure that correct action is taken. 

6.5.8 Staff should also consider informing the Communications Team if they identify 
such content on third-party social media accounts which relates to the 
organisation, departments, staff or patients and service users for whom we 
have responsibility. 

6.5.9 The Communications Team will consider if responses constitute a potential 
criminal offence, and look to take action in those circumstances by contacting 
Police Scotland. 
 

6.6  GATHERING OF MATERIAL FOR USE ON SOCIAL MEDIA 
 
6.6.1 There may be occasions where we are asked by third party individuals or 

organisations to allow material to be gathered for possible use on social 
media – whether this is photographs, video or audio recordings. 

6.6.2 Although we are a public body, the sites owned by NHS Dumfries and 
Galloway are not public spaces. As such, permission must be granted in 
advance to anyone wishing to take a photograph, or record video or audio. 
Requests to photograph, film or record can be rejected on this basis. Those 
being asked to grant permission must check that all staff or members of the 
public who might feature have given consent. They must also be aware of the 
potential for accidental inclusion (giving thought to what is in the background - 
people, computer screens, boards with details such as telephone numbers) 
and give thought to patients’ rights to confidentiality. 
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6.6.3 Anyone seeking permission to photograph, record or film must be asked to set 
out the intended use of the resulting materials in order to be granted 
permission. 

6.6.4 Organisationally, we support patients who wish to record consultations in 
order to ensure their own understanding, or to share with others who may 
support them in their understanding. However, it is important that advance 
notice of this request is provided to staff, that staff are able to assess the 
request and decide whether to consent, and patients must be clearly advised 
that these recordings are to be for their own personal use.  It may be judged 
by staff that recording the entirety of an appointment is not beneficial, and 
other reasonable options may be offered – such as providing a summary 
recording of appointments either verbally or in writing, photographs of 
whiteboard summaries, or follow-up telephone calls with relatives. No 
recording should take place without staff consent and without enough 
reasonable advance notice for staff to be able to consider and see advice as 
required. 

6.6.5 If staff are in any doubt about permitting photography, filming or audio 
recording to take place they should refer to the Communications Team for 
advice. 

6.6.6 Any member of staff who identifies what they believe may be a breach of the 
terms under which permission was granted should refer this to the 
Communications Team. 

6.7 CYBER SECURITY 
 
6.7.1 Unfortunately there are regular attempts made by ‘hackers’ to illegally obtain 

access to either IT systems including social media sites. 
 
6.7.2   A common tactic by hackers is to pose as representatives of a social media 

platform. They will message social media account managers claiming that the 
account is either in contravention of rules or has been compromised. They will 
typically provide a link to a bogus form to be completed, seeking to harvest 
data including passwords. 

 
6.7.3  If you believe you have been the subject of a hacking attempt (Social Media or 

otherwise) please get in touch with the IT Helpdesk on 01387 244100 
or dg.ithelpdesk@nhs.scot  

  
6.7.4 For general Information and Cyber security advice you can also contact the IT 

Security team via their dedicated mailbox - dg.it-security@nhs.scot  
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7 CONSULTATION 
 
7.1 This policy has been developed with the involvement of key stakeholders, 

which included line managers, staff side and HR representatives and has 
undergone appropriate consultation on content prior to seeking approval. 

 
7.2 Consultation on the Organisational Change Policy was led by the Lead Author 

and included:  
 

Representatives from all directorates and partner agencies within the Health & 
Social Care partnership  
Human Resources Representatives 
Trade Union Representatives 

 
8 TRAINING AND SUPPORT 
 
8.1 There are no specific training requirements associated with the implementation 

of this document but any staff member wishing to seek reassurance regarding 
the implementation of a social media account or other related activities can 
speak to the Communications Team in the first instance. 

 
 
9 MONITORING 
 
9.1 The monitoring arrangements for this Policy are set out in the table below. 
 

Element to be 
monitored 

Monitoring 
Methodology 

Reporting 
Presented by Committe

e 
Frequenc

y 
Number of NHS 
Dumfries & 
Galloway authored 
social media sites 

Log of 
applications 
received 
maintained by 
Communication
s Team. 

Not required to 
be presented 

N/A N/A 
  

Incidents of 
inappropriate 
content/use/conduc
t on social media 

Log maintained 
by 
Communication
s Team of each 
incident and 
action taken.  
Escalation 
through 
appropriate 
management 
channels if 
required 

Not required to 
be presented 
except for 
exceptional 
circumstances
. 

N/A N/A 
  

N/A N/A 
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Usage of social 
media accounts to 
ensure fit for 
purpose and 
appropriately 
utilised 

Audit will be 
carried out by 
Communication
s Team and 
escalated 
through 
appropriate 
management 
channels if 
required 

Not required to 
be presented 
except for 
exceptional 
circumstances 

  
  

 
 
 
10 EQUALITY IMPACT ASSESSMENT 
 
10.1 As part of the process for reviewing and developing this policy an Equality 

Impact Assessment was undertaken, which did not highlight any issues or 
actions that had to be progressed. 

 
10.2 All Equality Impact Assessments are published on our external website which 

can be accessed by clicking here. 
 
11 DATA PROTECTION AND CONFIDENTIALITY IMPACT ASSESSMENT 

 
11.1 A Data Protection Impact Assessment was not undertaken when reviewing 

this policy as the document did not review or handle confidential or personal 
information. 

 

https://www.nhsdg.co.uk/equality-impact-assessment-eqia
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12. DOCUMENT CONTROL SHEET  
 
12.1 Document Amendment History 
 
Version Section(s) Reason for update 
5 All Full review and update to terminology, inclusion of 

auditing processes and legislation. 
   
   

 
12.2 Distribution 
 
Name Responsibility Version number 
   
   
   
   

 
12.3 Associated documents  
 
 
12.4 Action Plan for Implementation 
 
Action Lead Officer Timeframe 
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APPENDIX 1 
 

Social media security directions 

In our continuous efforts to maintain the security and integrity of Dumfries and 
Galloway Health and Social Care Partnership and NHS Dumfries and Galloway’s 
online presence, it is essential that staff members managing Facebook, Instagram, X 
and YouTube accounts adhere to strict guidelines regarding the management of 
secure login details. This includes implementing two-factor authentication on 
personal accounts and ensuring robust password practices. 

1. Two-Factor Authentication (2FA): 

• All staff members accessing Facebook and Instagram accounts on behalf of 
DGHSCP or NHSDG must enable two-factor authentication on these 
organisational accounts, or any personal accounts which are employed to 
access these organisational accounts. 

• Ensure that 2FA is activated using a secure method such as authenticator 
apps, text messages, or hardware tokens. 

2. Password Complexity: 

• Passwords for accounts linked to DGHSCP or NHDG social media platforms, 
including X and YouTube, should be complex and difficult to guess. 

• Utilise a combination of uppercase and lowercase letters, numbers, and 
special characters to enhance password security. 

3. Regular Password Reviews: 

• Conduct regular reviews of passwords associated with all social media 
accounts to ensure they meet recommended complexity standards. 

• Change passwords periodically and avoid using easily guessable information. 

4. Password Storage: 

• Do not share passwords with colleagues or store them in easily accessible 
locations. 

5. Reporting Suspicious Activity: 

• Immediately report any suspicious activity or unauthorised access to the IT 
department and Communications team. 

• Be vigilant in monitoring account activity for any irregularities. 

6. Password Recovery: 

• Follow proper procedures for password recovery in case of forgotten 
passwords. 

• Ensure that recovery methods are secure and not easily exploitable. 
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7. Social Media Platform Security Settings: 

• Familiarise yourself with and utilise security settings provided by social media 
platforms, including YouTube, to enhance overall account security. 

• Regularly review and update security settings as needed. 

8. Training and Awareness: 

• Stay abreast of updates from social media platforms regarding security 
features and recommendations. 

9. Secure Communication of Login Details: 

• When sharing login details with authorised team members, use secure and 
encrypted communication channels. 

• Username and password should be sent via separate mediums, or a system 
such as the Secure File Transfer System (SFTS) or using the [SECURE] 
method in the email subject line could be used to further secure the message. 

By adhering to these comprehensive measures, we aim to fortify the security of NHS 
Dumfries and Galloway’s social media. 

Your commitment to these guidelines is paramount in maintaining the confidentiality 
and integrity of our online presence across various platforms. 

If you have any questions or concerns regarding secure login details, please either 
contact the Communication and Engagement Manager for assistance, emailing 
rod.edgar@nhs.scot or contact the IT Security mailbox by emailing dg.it-
security@nhs.scot 

 

mailto:rod.edgar@nhs.scot
mailto:dg.it-security@nhs.scot
mailto:dg.it-security@nhs.scot
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APPENDIX 2 
 
FACEBOOK 
NHS Dumfries and Galloway 
Dumfries and Galloway Health and Social Care Partnership 
NHS Dumfries and Galloway Breastfeeding Facebook Page  
Upper Nithsdale Group Practice 
Sexual Health D&G 
NHS D&G School Nurses Facebook 
Annandale Health Visiting Facebook  
NHS D&G Podiatry 
Neonatal Babies Support Page 
Safe and Healthy Action Partnership (multi-agency) 
Newton Stewart Health Visitors 
Solway Medical Group 
Dietetics for Children & Young People: NHS Dumfries & Galloway 
The Moffat Surgery 
Cairnsmore Medical Practice 
Nithsdale Health & Social Care 
Nithsdale Health & Wellbeing Team 
Speech and Language Therapy CYP : NHS D&G 
Galloway Hills Medical Group 
Stranraer Cancer Drop In Centre 
Lochmaben Medical Group  
Wigtownshire Health and Social Care Team Page. 
Building Healthy Communities West Wigtownshire Group 
NHSDG Connect 
Stewartry Health Visitors  
Stewartry Health Visiting Team Resources 
Kirkcudbright Pharmacy 
NHS D&G Clinical Education 
DG Diabetes  
Lockerbie Medical Practice 
IDEASTeamNHS 
OccupationalTherapyDumfriesandGalloway 
Mull of Galloway Practice 
NHS Quit Your Way Service - Dumfries & Galloway 
GP jobs in Wigtownshire 
NHS D&G Practice Education Facilitators 
@nhsdgpsi 
Newton Stewart Health Visitors 
Physiotherapy for Children and Young People: NHS D&G 
NHS D&G Practice Education Facilitators 
@nhsdgpsi  
Southern Machars Practice 
Dumfries and Galloway Health Board Endowment Fund 
Nutrition and Dietetics for Adults:NHS Dumfries and Galloway 
Dentistry on Dashwood 
NHS D&G Public Health  
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TWITTER 
@Dghealth 
@DumfriesRenal 
@Personcntrd_DG 
@dgLearn 
@DGRIADLT 
@dgmedrecruit 
@NithsdaleHSC 
@NithsdaleHWT 
NHS D&G kids SLT 
@dgnhseducation 
Working Health@NHSDnGRegion 
D&G Diabetes Team 
@DGNHSSimulation 
NHS D&G Pharmacy 
NHS Quit Your Way Service - Dumfries & Galloway 
@PEFDandG - Twitter 
@dg_improvers 
@DG_ACP 
@OrthopticsNHSDG 
@PEFDandG 
@dg_improvers 
@DG_ACP  
@GreencroftSouth 
@NShealthvisitor 
 
 
YOUTUBE 
NHS Dumfries and Galloway 
Dumfries and Galloway Health and Social Care Partnership 
Healthcare Courses 
 
INSTAGRAM 
NHS Dumfries and Galloway 
nhs_quit_your_way 
 
LINKEDIN 
NHS Dumfries and Galloway 
 
 

mailto:Health@NHSDnGRegion
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APPENDIX 12.3 
 

  
Social Media for Corporate Use Application 

 
Project Name  

Directorate  Sponsoring 
GM/Director: 

 

Project Description  

Type of social media 
account(s) to be 
created 

 

Purpose of the 
new social media 
account, as distinct 
from existing 
accounts 

 

How will presence be 
resourced? 

 

Designated staff who 
require access 

Name Current 
approval 

Training required 

 Y/N Y/N 
 Y/N Y/N 
 Y/N Y/N 
 Y/N Y/N 

Risks and mitigation  

Frequency at which the 
social media site will be 
moderated/updated 
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Plan to interact and 
deal with queries 

 

Information storage 
arrangements 

 

Exit strategy  

 
Signed:………………………………… Designation:……………………………… 

 
Date: …………………………………… 

 
Approval: Yes / No Signed: .......................................................... 

 
Designation: ..................................................... Date: ................................................... 

 

 

PLEASE RETURN THIS COMPLETED FORM TO: dgcommunications@nhs.scot 

 
 
 
 
 
 

mailto:dgcommunications@nhs.scot
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