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Policy on a page

Summary & Aim Key Requirements

NHS Dumfries and Galloway will take all | Continual engagement for Business
reasonable steps to ensure that in the Continuity Planning throughout all
event of a service interruption, critical directorates

and essential services will be
maintained with all services returned as
soon as possible. To ensure that this
happens NHS Dumfries and Galloway
must have in place, robust business
continuity plans that are regularly
reviewed and tested.

The aim of this policy is to provide a
framework to support NHS Dumfries
and Galloways ensuring all directorates
within the Board have comprehensive
business continuity plans providing a
structured framework to prepare for,
respond to, and recover from disruptive
incidents, ensuring continuity of critical
services and safeguarding patient care,
staff welfare, and organisational

integrity.
Target Audience Previous Names
Business Continuity Management,
This policy is relevant to all NHS Overview and Framework Guidelines.
Dumfries and Galloway staff. Version 9/1

Equality and Diversity Statement
NHS Dumfries and Galloway recognise that some communities within society are
more likely than others to experience discrimination, prejudice and inequalities.
The Equality Act 2010 specifically recognises the protected characteristics of age,
disability, sex, race, religion or belief, sexual orientation, gender
reassignment, pregnancy and maternity, and marriage and civil partnership.
The Fairer Scotland Duty also requires NHS Dumfries and Galloway to actively
consider how socio-economic disadvantage can be reduced when making
strategic decisions.
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The New Armed Forces Covenant Statutory Duty places an expectation on NHS
Dumfries and Galloway to consciously consider the Armed forces Covenant when
developing, delivering and reviewing policies and decisions which may impact the
Armed Forces community and help improve their access to public services.

Consideration on all of the protected characteristics, the Fairer Scotland Duty and
the Armed Forces Covenant are included within the Equality Impact Assessment
process and documentation, which must be completed as part of the Policy
Development Process.

NHS Dumfries and Galloway is committed to promoting and advancing equality,
removing and reducing discrimination and harassment and fostering good relations
between people that hold a protected characteristic and those who do not. This
applies both in the provision of services and as our role as a major employer. NHS
Dumfries and Galloway believe that all people have the right to be treated with
dignity and respect and is committed to the elimination of unfair and unlawful
discrimination practice.
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1. PURPOSE AND RATIONALE

1.1
Purpose

To provide a structured framework for NHS Dumfries and Galloway to prepare for,
respond to, and recover from disruptive incidents, ensuring continuity of critical
services and safeguarding patient care, staff welfare, and organisational integrity.

1.2
Rationale

The ability of NHS Dumfries and Galloway to maintain business continuity has been
identified as a significant risk to the organisation. The Civil Contingencies Act (CCA)
2004 established a new legislative framework for civil protection within the United
Kingdom (UK). The Civil Contingencies Act 2004 (Contingency Planning) (Scotland)
Regulations describes how the act applies within Scotland. Both place a clear
obligation on Category 1 responders to undertake a number of duties, one being
Business Continuity. NHS Dumfries and Galloway therefore needs to have a robust
system in place to plan, exercise and review their response against a range of
disruptive challenges.

Over the years there have been several incidents impacting on the business continuity
of services within NHS Dumfries and Galloway. Examples include, power outages,
digital service outages, cyber-attacks, systems pressures, chemical incidents, and the
Covid-19 pandemic. All of which have drawn attention to the importance of resilience
planning. The importance of effective business continuity plans in a crisis is seen as
an individual step in making sure services are maintained for as long as possible, or if
lost, can be recovered as quickly as possible. Business continuity management is an
essential component of resilience

2. POLICY AIMS

The aim of this policy is to outline a framework to support NHS Dumfries and
Galloways Board’'s commitment in ensuring all directorates have comprehensive
business continuity management processes and procedures in place by:

e Ensuring continuity of critical services, by maintaining uninterrupted delivery of
essential healthcare services during and after disruptive incidents

e Protect patient safety and public health by minimising risks to patients, staff,
and the wider community through proactive planning and rapid response.

e Safeguard staff welfare and resources, by ensuring staff are supported,
protected, and equipped to perform their roles under adverse conditions.
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Minimise operational disruption by reducing the impact of incidents on clinical
and non-clinical operations through effective contingency planning

Enable rapid recovery and restoration by facilitating timely recovery of services
and infrastructure to pre-incident levels or better.

Promote organisational resilience by building a culture of preparedness and
adaptability across all departments and teams.

Ensure compliance with legal and regulatory requirements by aligning with NHS
Scotland, Scottish Government Health Emergency Preparedness Resilience &
Response standards

Maintain effective communications by ensuring clear, timely, and coordinated
communication with internal and external stakeholders during incidents.

Protect information and technology systems by safeguarding data integrity,
confidentiality, and availability during disruptions.

Support continuous improvement by learning from incidents and exercises to
refine and strengthen business continuity plans

POLICY SCOPE

This policy applies to all staff throughout NHS Dumfries and Galloway Directorates.

To fully understand the scope of the organisation’s critical services, consideration will
be given to:

Maintenance of statutory functions.

Safeguarding the financial viability of the Board.

Continuing compliance with national and regional performance targets.
Interdependency with other core services.

Impact on specific groups of patients.

Examples of core clinical services the Board need to maintain are:

Emergency Department

Critical Care

An emergency service for all specialities
Renal Dialysis

Emergency theatre facilities
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Paediatric services
Maternity services
Chemotherapy and day treatment to avoid admission to hospital
Cancer services
Mortuary

Emergency diagnostics
Therapy Services
Infection Control
Pharmacy

Community Services
Mental Health Services

Core non-clinical services include elements of the following services which support
other core services:

Procurement

Finance

IT and Information Services

Human Resources

Facilities, including catering, portering, laundry and transport
Corporate and Clinical Governance

Medical Records

Within each core clinical or non-clinical service there are activities that will be more
critical than others. These are identified as part of the Business Impact Analysis.

4. DEFINITIONS

Business Continuity Planning is the management process that helps manage the risks
to the smooth running of an organisation or delivery of a service. It ensures that the
organisation can continue in the event of a disruption.

These risks can be from the external environment (e.g. power failures, severe
weather) or from within an organisation (e.g. systems failures, loss of key staff). A
business continuity event is defined as any incident requiring the implementation of
special arrangements within an NHS organisation to maintain or restore services.

Effective continuity plans are written based on minimising impact and
recovering/restoring services whatever the cause of the disruption, with the priority on
critical and essential services. Plans should provide a framework against which
continuity can be achieved.
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4.1 Glossary of terminology within Template (Appendix1)

e Critical Service- Are the essential clinical and non-clinical activities
that cannot tolerate disruption because interruption would result in
immediate and significant patient harm

o Essential Services - Are the essential standard clinical and
non-clinical functions that NHS Dumfries & Galloway must maintain
during a disruptive incident to protect patient safety, uphold
statutory duties, and preserve organisational integrity.

e Dependency — Dependencies are the critical factors, resources, or
relationships that a service relies on in order to continue operating
during a disruption. If any of these dependencies fail, the service
may be unable to function normally.

e Major/Significant/Medium/Minor - These four levels match
National escalation pathways as stated within NHS National
Incident Response Levels - Guidance for Health Boards in Scotland
2023

e BIA - Business Impact Assessment, helps identify and understand
the organisations critical services and the priority of each.

e MTPoD — The maximum tolerable period of disruption (MTPoD) is
the duration after which the organisation’s viability will be
irrevocably threatened if the service cannot be resumed, i.e. the
timeframe during which a recovery must become effective before an
outage compromises the ability of the organisation to achieve its
business objectives

e RTO - The Recovery Time Objective (RTO) is determined as the
likely time taken to restore any identified issue and this must be less
than the MTPoD.

5. DUTIES / RESPONSIBILITIES

5.1
NHS Dumfries and Galloway Chief Executive Officer

o Has overall responsibility for ensuring that the Board meets the requirements
of Civil Contingencies Act.

5.2
Directorate Director & General Manager

e Have responsibility for ensuring that all services within their directorate have
robust business continuity plans in place.
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e Ensuring a debrief is undertaken after any disruptive event and lessons are
captured.

e Providing assurance to the Directors and Chief Executive on Directorate
Business Continuity Planning governance.

5.3
Head of Emergency Planning and Resilience

e Leads operational planning and exercises

¢ Reporting on Business Continuity Management as required to Performance
and Resource Committee, Health and Social Care Leadership Group and
Board Management Team

e Support services in plan development

e Providing the forum for directorates to come together to enable peer support,
sharing of information and best practice and learning from incidents

54
Departmental Leads / Heads

e Responsible for the completion and maintenance of Business Continuity
Plans for own departments

e Lead on departmental Risk Assessment and Business Impact Analysis

e Accountable for the Business Continuity staff training and exercising to
improve preparedness

o Responsible for understanding escalation pathways to senior management
during any significant Business continuity incident/event.

6. PROCESS /PROCEDURES

6.1
Operational Process

The operational process for NHS Dumfries and Galloways business continuity
planning will take the following steps:

e Departmental service Lead/Head, throughout the directorates, will complete
their contingency planning through the organisational business continuity
planning generic template
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Once the business continuity planning templates are completed, these will
identify individual departments critical systems/dependencies through risk
assessment and business impact analysis

All identified critical systems / dependencies identified through the business
impact analysis will then be benchmarked against the local and national four
levels of response/escalation pathway. NHS National Incident Response
Levels - Guidance for Health Boards in Scotland 2023

Low — Business continuity issues — impact is
localised.

Level 2: Medium Moderate — Larger business continuity issues such
as local IT outages, major infrastructure damage,
larger Road Traffic Collisions, and other issues
impacting on a larger part of the hospital; has led to
or likely to lead to suspension or delay to healthcare
services; contained to one hospital site.

Level 3: Significant Impact on the whole Board and service provision/
performance, as well as neighbouring NHS Boards.
Loss of critical services and functionality. Normal
functions interrupted /suspended. No workaround
exists

The specific functionality is mission critical to the
business and the situation is considered an
emergency. Severe weather affecting the whole or
part of Scotland, terrorist incidents, any
incidents/accidents which cause mass casualties,
major business continuity issues such as pan-
Scotland IT outages.

Action cards within the business continuity planning template will then be
written for each risk identified on all levels, providing mitigations to support
emergency response and contingency planning

The Departmental Lead/Head will proceed to upload the final business
continuity plan template, alongside any supporting documents onto NHS
Dumfries and Galloways business continuity database on beacon via
Quicklinks. Each uploaded business continuity plan will be allocated to a
General Manager with a corporate risk linking to InPhase.

Hard copies of business continuity plans will also be kept in departments,
helping counteract loss of information technology systems.

Page 10 of 17

Title: Business Continuity Planning - Policy

Date: February 2026

Version: 2.0

Lead Author: Head of Emergency Planning and Resilience

The only current version of this policy is on the intranet


https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2024/05/national-incident-response-levels-guidance-health-boards-scotland/documents/nhs-national-incident-response-levels-guidance-health-boards-scotland/nhs-national-incident-response-levels-guidance-health-boards-scotland/govscot%3Adocument/nhs-national-incident-response-levels-guidance-health-boards-scotland.pdf
https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2024/05/national-incident-response-levels-guidance-health-boards-scotland/documents/nhs-national-incident-response-levels-guidance-health-boards-scotland/nhs-national-incident-response-levels-guidance-health-boards-scotland/govscot%3Adocument/nhs-national-incident-response-levels-guidance-health-boards-scotland.pdf

BOARD PUBLIC

NHS
N— —~

Business Major Dumfries
Continuity Incident Syiakoway
Plans Plans Business Continuity Plans

Plans By Directorate

¢ General Managers and plan owners will receive a 6 monthly report,
highlighting all critical business continuity plans within their directorate and
notification of plans due updating or renewal

e General Managers will provide assurance on business continuity
management to their individual Directorate Directors.

6.2
Organisational Procedure

NHS Dumfries and Galloway will adopt the Plan-Do-Check-Act cycle

e Plan: Develop business continuity plans, conduct business impact analysis,
identify critical services.

¢ Do: Implement continuity strategies, train staff, and embed business continuity
management culture.

o Check: Test plans via exercises, audits, and performance reviews

e Act: Update plans based on lessons learned and changing risks
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sessment
Business Impact Analysis

Business Continuity Strategy

Action Check

Evaluation and improvermneant {é}:} Training and Test

7. CONSULTATION
Consultation on the policy management included:

(@) Area Partnership Forum

(b) Corporate Services leadership Group

(c) Staff Side

(d) Health and Social Care Partnership Leadership Group
(e) Board Management Team.
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8. TRAINING, EXERCISING & SUPPORT

8.1
Training

All staff involved in the development and completion of Business Continuity Planning
will receive a “step-by-step” guide document and animation video, providing
instructional direction for the completion of the business continuity plan template.
Support, advice and education will be provided by the resilience directorate leads.
Organisation wide communications will be issued to all staff for awareness.

8.2
Exercising

All business continuity plans should be reviewed and updated every two years to ensure
they are effective and up to date.

The frequency of exercise and review will depend on the rate of change to a service, its risk
profile, and the outcomes of previous exercise and review i.e. if particular weaknesses have
been identified requiring changes to be made.

Business continuity plans identified as “Critical — Level 4” or “Significant — Level 3” on
business impact assessment should be exercised annually.

Business continuity plans identified as “Medium — Level 2” or “Minor — Level 1” on business
impact assessment should be exercised every two years.

There are four main types of exercising:

o Testing: not all aspects of a plan can be tested, but crucial elements such as the contact
list and the activation process can.

o Discussion/walkthrough: staff are brought together to inform them of the plan and
their individual responsibilities. Discussion allows problems and solutions to be
identified.

o Table-top: staff take decisions as a scenario unfolds in the same way they would in the
event of a real incident; and

e Live: ranges from a small-scale test of one component, such as evacuation, through to
a full-scale test of all the components of the plan.

Business continuity planning exercising and testing will be documented and
recorded on individual department/directorate business continuity plans as part of
checklist sign off (section 9 of business continuity plan).

In addition, business continuity plans must be reviewed following restructuring,
changes to the method of delivery of prioritised activities, statutory changes,
lessons learnt as a result of an incident and changes to key staff.
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8.2
Database Records

To enable NHS Dumfries and Galloway to meet both the requirements of the Civil
Contingency Act (CCA) and the recommendations of the policy, a database of all plans
will be maintained. The purpose of the database is to ensure there is a record of all
completed business continuity plans, helping assist with governance and assurance
for the Health Board.

Each Directorate is responsible for the retention of any old Business Continuity Plans
within their shared area for 5 years as directed by the Administration-Health-
Records-Policy-Approved-January-2025, Section 4.7.2, page 20.

All recent and up to date Business Continuity Plans will be held on the Database.

It would be the responsibility of each directorate to allocate a person to ensure that
any hard copies of critical BCPs held within departments / areas are the most up to
date versions and are cross referenced to the BCP database

8.3
Support

NHS Dumfries & Galloway business continuity planning policy will integrate with
wider planning at both local and national planning levels, as highlighted below:

e Align to NHS Scotland Resilience — Business Continuity — Strategic
Guidance for NHS Health Boards in Scotland. Business Continuity:
Strategic Guidance for NHS Health Boards in Scotland

e Health Emergency Preparedness, Resilience and Response, National
Incident Response Levels. NHS National Incident Response Levels -
Guidance for Health Boards in Scotland

e NHS Dumfries & Galloway Organisational Incident Response Plan NHS
D&G Incident Response Plan

¢ NHS Dumfries & Galloway Major Incident Plans NHS D&G Maijor Incident
Plans

9. MONITORING

The monitoring arrangements for this Policy are set out in the table below.

\ \ | Reporting
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Element to be | Monitoring Presented by | Committee Frequency
monitored Methodology

Business Present Resilience Performance | 6 monthly
Continuity evidence of Team and Resource
Management | organisational Committee
Progression and directorate Health and 6 monthly

compliance Social Care

and any Leadership

associated risk Group

through BCP

database and

development

of KPI's
Business Present Resilience Board Quarterly,
Continuity evidence of Team Management | during
Management | organisational Team Resilience
Progression and directorate updates

compliance

and any

associated risk

through BCP

database and

development

of KPI's
Overall Policy review | Resilience Board 2 yearly
updating of and update as | Team Management
policy required Team

10. EQUALITY IMPACT ASSESSMENT

The impact assessment is published on the NHS Dumfries and Galloway public
website at www.nhsdg.co.uk.

11. DATA PROTECTION AND CONFIDENTIALITY IMPACT ASSESSMENT

Not required after Questionnaire reviewed by NHS Dumfries & Galloway Head of
Information Governance.

12. DOCUMENT CONTROL SHEET

12.1

Document Amendment History

| Version |

Section(s) |

Reason for update

Title: Business Continuity Planning - Policy

Date: February 2026

Version: 2.0

Lead Author: Head of Emergency Planning and Resilience
The only current version of this policy is on the intranet
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2.0 All Document updated from NHS Dumfries and Galloway
Business Continuity Management “Organisational,
Overview and Framework Plan” to new policy format.

12.2
Distribution
Name Responsibility Version number
Corporate Business Place on policy register 2.0
Team
Communications Team | Place on internet and in 2.0
‘latest news’
Health and Social Care | Dissemination to all staff 2.0
Partnership Leadership | through line management
Group
General Manager Directorate dissemination to | 2.0
all staff through line
management
Board Management Dissemination to all staff 2.0
Team through line management
12.3

Associated documents

o Equality and Diversity Impact Assessment Policy.
. Data Protection Impact Assessment Policy — Not Applicable -Questionnaire only.

12.4
Action Plan for Implementation

Action Lead Officer Timeframe
Dissemination to each|Head of Emergency | March 2026
directorate resilience link | Planning and Resilience

Each Directorate | Named Resilience link | April 2026
Resilience link will raise | persons for all
awareness and | directorates within NHS

disseminate policy and | Dumfries and Galloway
business continuity plans
through own staff groups

Use Policy All Staff May 2026

12.5
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Appendix 1

NHS Dumfries and Galloway Business Continuity Planning Template

12.6
Appendix 2

NHS Dumfries and Galloway Business Continuity Planning Template Guide
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